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About the Presenter About the Presenter –– Susan BehnSusan Behn

Solution Beacon Practice Manager Solution Beacon Practice Manager –– Technical ServicesTechnical Services
23+ yrs in IT Industry / 14+ yrs Oracle Applications23+ yrs in IT Industry / 14+ yrs Oracle Applications
70% Technical / 30% Functional70% Technical / 30% Functional
Current/Past Presentation TopicsCurrent/Past Presentation Topics

Application Security (OAUG 2007/ODTUG 2007)Application Security (OAUG 2007/ODTUG 2007)
Oracle Diagnostics for Functional Users (OAUG 2007)Oracle Diagnostics for Functional Users (OAUG 2007)
Approvals Management (AME) (OAUG 2007)Approvals Management (AME) (OAUG 2007)
Purchasing Purchasing –– Technical Foundation (OAUG 2007)Technical Foundation (OAUG 2007)
Oracle Diagnostics for Oracle Diagnostics for DBAsDBAs and Developers (ODTUG 2007) and Developers (ODTUG 2007) 
Workflow Setup, Care and Feeding, New Features, Functional Workflow Setup, Care and Feeding, New Features, Functional 
Overview (OAUG/ODTUG/Local User Groups)Overview (OAUG/ODTUG/Local User Groups)
Forms Development Standards (OAUG/ODTUG)Forms Development Standards (OAUG/ODTUG)
Forms Forms PersonalizationsPersonalizations (OAUG 2006)(OAUG 2006)
OA Framework OA Framework PersonalizationsPersonalizations (Local User Groups)(Local User Groups)
FNDLOAD (Local User Groups)FNDLOAD (Local User Groups)
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Standard Application Security ComponentsStandard Application Security Components

Authentication Authentication –– Who Are You?Who Are You?
Password RestrictionsPassword Restrictions
TimeoutsTimeouts

Authorization Authorization –– What Can You Do?What Can You Do?
Function SecurityFunction Security
Data SecurityData Security

Audit Audit –– What Did You Do?What Did You Do?
Shared AccountsShared Accounts
Standard Audit ReportsStandard Audit Reports
Oracle Audit Trail ImplementationOracle Audit Trail Implementation
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Authentication Authentication –– Password Profile OptionsPassword Profile Options

SensitiveSensitiveInsensitiveInsensitivePassword Case OptionPassword Case Option

Create customCreate custom
java class if java class if 
neededneededNoneNoneSignon Password CustomSignon Password Custom

180 (days)180 (days)NoneNoneSignon Password No ReuseSignon Password No Reuse

8 (characters)8 (characters)55Signon Password LengthSignon Password Length

YesYesNo No Signon Password Hard to GuessSignon Password Hard to Guess

3 (attempts)3 (attempts)NoneNoneSignon Password Failure LimitSignon Password Failure Limit

RecommendationRecommendationDefaultDefaultProfileProfile
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Authentication Authentication –– Timeout Profile OptionsTimeout Profile Options

30 (minutes)30 (minutes)NoneNoneCRM session timeout for CRM session timeout for 
inactivityinactivity

JTF_INACTIVE_SESJTF_INACTIVE_SES
SION_TIMEOUTSION_TIMEOUT

2000200010001000Max HTML page Max HTML page 
requests that can requests that can 
be made in a be made in a 
sessionsession

ICX: Limit ConnectICX: Limit Connect

4 (hours)4 (hours)4 (hours)4 (hours)Maximum connection Maximum connection 
time regardless of time regardless of 
activityactivity

ICX: Limit Time ICX: Limit Time 

30 (minutes)30 (minutes)NoneNoneTime of inactivity in a Time of inactivity in a 
form sessionform session

ICX:Session TimeoutICX:Session Timeout

RecommendRecommendDefaultDefaultPurposePurposeProfileProfile
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Authentication Authentication -- Configuration File Timeout Configuration File Timeout 
SettingsSettings

DBAs update these settings in configuration filesDBAs update these settings in configuration files
Jserv (Java) Timeout SettingsJserv (Java) Timeout Settings
Apache HTTP Timeout SettingsApache HTTP Timeout Settings
Forms 60 Environment Timeout SettingsForms 60 Environment Timeout Settings
Oracle Single Sign On Timeout SettingsOracle Single Sign On Timeout Settings
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Authentication Authentication –– Other Best PracticesOther Best Practices

Never use generic passwordsNever use generic passwords
Set passwords to expire every 60 daysSet passwords to expire every 60 days
Regularly change system passwords and shared Regularly change system passwords and shared 
account passwords (e.g. APPS, SYSADMIN)account passwords (e.g. APPS, SYSADMIN)
Minimize passwords in filesMinimize passwords in files
Run programs through the concurrent manager to Run programs through the concurrent manager to 
avoid passing user names and passwordsavoid passing user names and passwords
Use encrypted password files to pass parametersUse encrypted password files to pass parameters
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AuthorizationAuthorization

7070--80% of security breaches are internal 80% of security breaches are internal 
and most result in financial lossand most result in financial loss

******
Authorization and Auditing are even more Authorization and Auditing are even more 

critical than Authentication!!!critical than Authentication!!!
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Authorization Authorization -- Menu Driven SecurityMenu Driven Security

Menu
Group functions into logical menu structures

Include all form functions for a logical group
Create inquiry only functions with the parameter 
QUERY_ONLY=“YES”
Include submenus for related functionality

Group concurrent requests into request groups
Assign request groups to responsibilities
Assign menus to responsibilities
Assign responsibilities to users
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Authorization Authorization -- Menu Driven SecurityMenu Driven Security

Users

Responsibilities

Submenu

Request GroupMenu

Functions

Menu Exclusions

Excluded Items

Securing Attributes
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Authorization Authorization -- MenusMenus

Includes functions and submenusIncludes functions and submenus
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Authorization Authorization -- Request GroupsRequest Groups

Includes requests and request sets availableIncludes requests and request sets available
Requests not limited to application indicatedRequests not limited to application indicated
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Authorization Authorization -- ResponsibilityResponsibility

Menu, request and data groups, exclusions & securing attributes

Concurrent 
Programs 
Available

Functions 
Included

Data Security 
based on Oracle 
User Name 
(Table Level)

Functions 
Excluded
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Authorization Authorization –– Menu ExclusionsMenu Exclusions

Functions
Form Functions – Called from a menu
Subfunctions – Called from within a form

Button
Action Item
Tab

Menu exclusions - Exclude functions or 
subfunctions to vary functionality by responsibility
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Authorization Authorization –– Menu ExclusionsMenu Exclusions

Prevent the ability to force invoice approval by Prevent the ability to force invoice approval by 
responsibilityresponsibility
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Authorization Authorization –– Menu ExclusionsMenu Exclusions

Exclude the Exclude the Force Approval InvoicesForce Approval Invoices sub functionsub function
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Authorization Authorization –– Menu ExclusionsMenu Exclusions

Option is no longer available after menu exclusionOption is no longer available after menu exclusion
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Authorization Authorization –– Excluded ItemsExcluded Items

Exclude attributes to restrict access to columnsExclude attributes to restrict access to columns
Attributes in the Web Application Dictionary (LOV)Attributes in the Web Application Dictionary (LOV)
Example: Users of the Service and Support responsibility Example: Users of the Service and Support responsibility 
cannot view public commentscannot view public comments
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Authorization Authorization –– Securing AttributesSecuring Attributes

Securing attributes allow rows (records) of data to Securing attributes allow rows (records) of data to 
be visible to specified users or responsibilities be visible to specified users or responsibilities 
based on the specific data (attribute value) based on the specific data (attribute value) 
contained in the row. contained in the row. 

iExpenses example iExpenses example -- Expenses are limited to the Expenses are limited to the 
ICX_HR_PERSON_IDICX_HR_PERSON_ID for the user logged infor the user logged in
ICX_HR_PERSON_ID value is set in the user record to ICX_HR_PERSON_ID value is set in the user record to 
the PERSON_ID assigned to the userthe PERSON_ID assigned to the user
Limits expense report entry to employee related to userLimits expense report entry to employee related to user
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Authorization Authorization –– Securing AttributesSecuring Attributes
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Authorization Authorization –– User AssignmentsUser Assignments

Users assigned to ResponsibilitiesUsers assigned to Responsibilities
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Authorization Authorization -- HRMS SecurityHRMS Security

StandardStandard HRMS Security ModelHRMS Security Model
Responsibility is assigned a security profileResponsibility is assigned a security profile

Profile Option Profile Option –– HR: Security ProfileHR: Security Profile
Security profile includes a business groupSecurity profile includes a business group

Separate responsibilities are required for each Separate responsibilities are required for each 
security profilesecurity profile
Can switch to Security Groups Enabled model laterCan switch to Security Groups Enabled model later

User

Security Profile Business Group

Responsibility
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Authorization Authorization -- HRMS SecurityHRMS Security

StandardStandard HRMS Security ModelHRMS Security Model
Security profiles are assigned to a Business Group Security profiles are assigned to a Business Group 
Business Group limits accessible dataBusiness Group limits accessible data
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Authorization Authorization -- HRMS SecurityHRMS Security

Security Groups EnabledSecurity Groups Enabled ModelModel
Set Enable Security Groups profile option to Set Enable Security Groups profile option to ““YesYes””
Assign Security ProfileAssign Security Profile FormForm

Links a security profile to a userLinks a security profile to a user’’s responsibility and s responsibility and 
business groupbusiness group

DisadvantagesDisadvantages
Only one business group can be viewed at a timeOnly one business group can be viewed at a time
Security profiles are not easily changedSecurity profiles are not easily changed
Cannot revert back to standard HRMS securityCannot revert back to standard HRMS security
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Authorization Authorization -- HRMS SecurityHRMS Security

Security Groups EnabledSecurity Groups Enabled ModelModel
Advantage Advantage -- One responsibility is used for multiple One responsibility is used for multiple 
security groupssecurity groups

When a user logs on, the pairings created between When a user logs on, the pairings created between 
business groups and responsibilities are displayedbusiness groups and responsibilities are displayed
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Authorization Authorization -- HRMS HRMS 

People Management ConfiguratorPeople Management Configurator
Design templates to only include essential Design templates to only include essential 
information (similar to Personalization tools)information (similar to Personalization tools)

Choose fields, tabs, buttons to displayChoose fields, tabs, buttons to display
Set default valuesSet default values
Define data restrictionsDefine data restrictions

Employees onlyEmployees only
Applicants onlyApplicants only

PrePre--defined templates are also availabledefined templates are also available
Add task flows to access other HRMS windowsAdd task flows to access other HRMS windows
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Authorization Authorization -- HRMSHRMS

Security Security People Management ConfiguratorPeople Management Configurator
Create a template to hide salary basisCreate a template to hide salary basis
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Authorization Authorization -- User Management User Management 

Seeded menus, request groups and responsibilities do not Seeded menus, request groups and responsibilities do not 
always comply with regulations regarding separation of always comply with regulations regarding separation of 
dutiesduties
Role Based Access Control (RBAC) combines data and Role Based Access Control (RBAC) combines data and 
function security with delegation of access control with an function security with delegation of access control with an 
approval process to provide a more complete security approval process to provide a more complete security 
strategystrategy
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Authorization Authorization -- User ManagementUser Management

1.1. Function Security Function Security –– Menus, request groups, Menus, request groups, 
responsibilitiesresponsibilities

2.2. Data Security Data Security –– Securing attributes, data groups, security Securing attributes, data groups, security 
groupsgroups

3.3. RBAC RBAC –– Role based data security + function securityRole based data security + function security
4.4. Delegated Administration Delegated Administration –– Roles granted by local Roles granted by local 

administratorsadministrators
5.5. Registration Process Registration Process –– Users can request access via a Users can request access via a 

registration processregistration process
6.6. Self Service and Approvals Self Service and Approvals –– Workflow routes user access Workflow routes user access 

requests based on rules in Oracle Approvals Managementrequests based on rules in Oracle Approvals Management
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Authorization Authorization -- User ManagementUser Management

Susan – Supervisor 

~Enters Suppliers

~Enters Invoices 
Role = Supervisor

~Enters Suppliers

Inherits

Responsibility = Payables

Role = Invoice Entry Clerk

~Enters Invoices

Jack – Clerk 

~Enters Invoices 

Jill – Clerk 

~Enters Invoices 

June – Clerk 

~Enters Invoices 
Change this

Instead of these
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Audit TrailAudit Trail

Never share accountsNever share accounts
No audit trail for shared accounts No audit trail for shared accounts 

Invalidates Invalidates ““WhoWho”” ColumnsColumns
CREATED_BYCREATED_BY
LAST_UPDATED_BYLAST_UPDATED_BY

SYSADMIN most abusedSYSADMIN most abused
Use Use ““Grant AccessGrant Access”” functionality in Workflowfunctionality in Workflow

Use workflow event subscription to: Use workflow event subscription to: 
Limit number of sessions Limit number of sessions 
Limit number of forms openedLimit number of forms opened
MetaLink Note 270454.1MetaLink Note 270454.1
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Audit Trail Audit Trail –– Standard ReportsStandard Reports

Set profile option SIGNONAUDIT:LEVEL to Set profile option SIGNONAUDIT:LEVEL to ““FormForm””
at the site level to track actions from the time the at the site level to track actions from the time the 
user logs onuser logs on
Periodically monitor the following standard reports Periodically monitor the following standard reports 

Signon Audit Concurrent RequestsSignon Audit Concurrent Requests
Signon Audit FormsSignon Audit Forms
Signon Audit ResponsibilitiesSignon Audit Responsibilities
Signon Audit Unsuccessful LoginsSignon Audit Unsuccessful Logins
Signon Audit UsersSignon Audit Users

Run Run Purge Signon Audit Data Purge Signon Audit Data concurrent program concurrent program 
to periodically purge audit data to periodically purge audit data 



3434© 2007 Solution Beacon, LLC.  All Rights Reserved.

Audit TrailAudit Trail

Audits rows and columnsAudits rows and columns
Audits inserts, updates and deletionsAudits inserts, updates and deletions
Use sparingly for critical static tablesUse sparingly for critical static tables
Consider performance impactConsider performance impact
Limited reporting availableLimited reporting available
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Audit TrailAudit Trail

Recommended tables to auditRecommended tables to audit
ALR_ALERTSALR_ALERTS FND_AUDIT_COLUMNSFND_AUDIT_COLUMNS
FND_AUDIT_GROUPSFND_AUDIT_GROUPS FND_AUDIT_SCHEMASFND_AUDIT_SCHEMAS
FND_AUDIT_TABLESFND_AUDIT_TABLES FND_CONCURRENT_PROGRAMSFND_CONCURRENT_PROGRAMS
FND_DATA_GROUPSFND_DATA_GROUPS FND_DATA_GROUP_UNITSFND_DATA_GROUP_UNITS
FND_ENABLED_PLSQLFND_ENABLED_PLSQL FND_FLEX_VALIDATIONFND_FLEX_VALIDATION
FND_FORMFND_FORM FND_FORM_FUNCTIONSFND_FORM_FUNCTIONS
FND_GRANTSFND_GRANTS FND_MENUSFND_MENUS
FND_MENU_ENTIRESFND_MENU_ENTIRES FND_ORACLE_USERIDFND_ORACLE_USERID
FND_PROFILE_OPTIONSFND_PROFILE_OPTIONS FND_PROFILE_OPTION_VALUESFND_PROFILE_OPTION_VALUES
FND_REQUEST_GROUPSFND_REQUEST_GROUPS FND_REQUEST_GROUP_UNITSFND_REQUEST_GROUP_UNITS
FND_RESP_FUNCTIONSFND_RESP_FUNCTIONS FND_USER_RESP_GROUPSFND_USER_RESP_GROUPS
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Audit TrailAudit Trail

Set the profile option, Set the profile option, AuditTrail:ActivateAuditTrail:Activate, to , to YesYes
Navigate to Security Navigate to Security AuditTrail AuditTrail InstallInstall
Check the Check the Audit EnabledAudit Enabled checkbox for schemas checkbox for schemas 
where auditing is to be enabledwhere auditing is to be enabled
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Audit TrailAudit Trail

Navigate to Security Navigate to Security AuditTrail AuditTrail GroupsGroups
Created logical groups of audit tables to facilitate Created logical groups of audit tables to facilitate 
enabling/disabling at this levelenabling/disabling at this level
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Audit TrailAudit Trail

Navigate to Security Navigate to Security AuditTrail AuditTrail Tables Tables 
Identify tables and columns to be auditedIdentify tables and columns to be audited
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Audit TrailAudit Trail

Run the Run the AuditTrail Update TablesAuditTrail Update Tables concurrent concurrent 
request to activate auditingrequest to activate auditing
Creates triggers populate shadow tablesCreates triggers populate shadow tables
Creates shadow tables for each audited tableCreates shadow tables for each audited table

FND_GRANTS audit table is FND_GRANTS_AFND_GRANTS audit table is FND_GRANTS_A
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Diagnostic Reports for SecurityDiagnostic Reports for Security

Oracle Diagnostics report adherence to best Oracle Diagnostics report adherence to best 
practicespractices
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Diagnostic Reports for SecurityDiagnostic Reports for Security

Partial listPartial list
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Diagnostic Reports for SecurityDiagnostic Reports for Security

Partial list continued Partial list continued –– Click either Click either Run Run buttonbutton
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Diagnostic Reports for SecurityDiagnostic Reports for Security
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Diagnostic Reports for SecurityDiagnostic Reports for Security

Example of text from results of Best Practices TestExample of text from results of Best Practices Test
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Authorization Authorization -- PersonalizationsPersonalizations

Personalizations refer to the ability to tailor the Personalizations refer to the ability to tailor the 
applicationsapplications
Personalizations can increase securityPersonalizations can increase security

Limit access at field level Limit access at field level –– column level securitycolumn level security
Limit scope of access Limit scope of access –– row level securityrow level security

Personalization MethodsPersonalization Methods
Custom LibraryCustom Library
Forms 6Forms 6ii PersonalizationsPersonalizations
OA Framework PersonalizationsOA Framework Personalizations
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Authorization Authorization –– PersonalizationsPersonalizations

Remove buttonsRemove buttons
Hide fields, tabs, columnsHide fields, tabs, columns
Mask fields with asterisksMask fields with asterisks
Set initial valuesSet initial values
Make fields requiredMake fields required
Format fieldsFormat fields
ValidationsValidations
Alter LOVsAlter LOVs

Column level 
security

Function 
security
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Authorization Authorization -- Custom LibraryCustom Library

Library available in $AU_TOP/resource is modified Library available in $AU_TOP/resource is modified 
to provide customizations to Oracle Application to provide customizations to Oracle Application 
forms forms 
Use forms builder 6Use forms builder 6ii to modify package spec and to modify package spec and 
package bodypackage body
Move to server and compileMove to server and compile
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Authorization Authorization -- CUSTOM.pll CUSTOM.pll –– ExamplesExamples

\* Hide the tax payer id*\

APP_ITEM_PROPERTY2.SET_PROPERTY(‘VNDR.NUM_1099_MIR',DISPLAYE
D,PROPERTY_OFF)

\* Mask the tax payer id*\

APP_ITEM_PROPERTY2.SET_PROPERTY(‘VNDR.NUM_1099_MIR',CONCEAL_
DATA,PROPERTY_OFF)



4949© 2007 Solution Beacon, LLC.  All Rights Reserved.

Authorization Authorization -- Forms PersonalizationForms Personalization

Forms Personalizations declaratively alter the Forms Personalizations declaratively alter the 
behavior of Forms delivered with the Ebehavior of Forms delivered with the E--Business SuiteBusiness Suite
User must understand Forms and PL/SQL User must understand Forms and PL/SQL 
Most changes traditionally done using CUSTOM.pll Most changes traditionally done using CUSTOM.pll 

can be accomplished using Forms Personalizationcan be accomplished using Forms Personalization
Forms Personalizations are effective immediately Forms Personalizations are effective immediately ––

no compilingno compiling
Forms Personalizations fire prior to CUSTOM.pll for Forms Personalizations fire prior to CUSTOM.pll for 

the same eventthe same event
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Authorization Authorization -- Forms PersonalizationForms Personalization

Profile OptionsProfile Options
Hide Diagnostics menu entry Hide Diagnostics menu entry –– Set to NoSet to No

Yes will hide the diagnostics menuYes will hide the diagnostics menu
Utilities: Diagnostics Utilities: Diagnostics –– Set to No to require apps Set to No to require apps 
passwordpassword
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Authorization Authorization -- Forms PersonalizationForms Personalization

Access the form or function needing PersonalizationAccess the form or function needing Personalization
Help Help Diagnostics Diagnostics Custom Code Custom Code PersonalizePersonalize
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Authorization Authorization -- Forms PersonalizationForms Personalization
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WHENWHEN--NEWNEW--FORMFORM--INSTANCEINSTANCE
Security rulesSecurity rules
Navigation rulesNavigation rules
Visual attributesVisual attributes

WHENWHEN--NEWNEW--BLOCKBLOCK--INSTANCEINSTANCE
Same as WHENSame as WHEN--NEWNEW--FORMFORM--INSTANCEINSTANCE
Message rulesMessage rules

WHENWHEN--NEWNEW--RECORDRECORD--INSTANCEINSTANCE
Default valuesDefault values

Forms Personalization Forms Personalization –– Condition Tab Condition Tab ––
Standard Trigger EventsStandard Trigger Events
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WHENWHEN--NEWNEW--ITEMITEM--INSTANCEINSTANCE
Message rulesMessage rules
Default values dependent on entry of another itemDefault values dependent on entry of another item

WHENWHEN--VALIDATEVALIDATE--RECORDRECORD
Populate hidden fieldsPopulate hidden fields
Additional validationsAdditional validations

SPECIALnSPECIALn
Populate tools menu (SPECIAL 1Populate tools menu (SPECIAL 1--15)15)
Populate reports menu (SPECIAL 16Populate reports menu (SPECIAL 16--30)30)
Populate actions menu (SPECIAL 31Populate actions menu (SPECIAL 31--45)45)

Forms Personalization Forms Personalization –– Condition Tab Condition Tab ––
Standard Trigger EventsStandard Trigger Events
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Who does this rule apply to? Who does this rule apply to? 
Level at which rule will applyLevel at which rule will apply

Site Site 
ResponsibilityResponsibility
User User –– Use this for testing rulesUse this for testing rules
Industry (For future use)Industry (For future use)

Tip:Tip: For initial For initial 
development, development, 
set scope to set scope to 
your user idyour user id

Forms Personalization Forms Personalization –– Condition Tab Condition Tab ––
ContextContext
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Forms Personalization Forms Personalization –– Property Property 
ActionsActions
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Prevent Insert in the Bank Accounts TabPrevent Insert in the Bank Accounts Tab
Type = PropertyType = Property
Object Type = BlockObject Type = Block
Target Object = VNDR_USESTarget Object = VNDR_USES
Property Name = INSERT_ALLOWEDProperty Name = INSERT_ALLOWED
Value = FalseValue = False

Forms Personalization Forms Personalization –– Property Property 
Actions ExampleActions Example
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Prevent employee from entering an invoice for their own Prevent employee from entering an invoice for their own 
supplier recordsupplier record

Forms Personalization Forms Personalization –– ExampleExample
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Forms Personalization Forms Personalization –– ExampleExample

Conceal the Taxpayer id Conceal the Taxpayer id –– Conceal DataConceal Data
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Forms Personalization Forms Personalization –– ExampleExample

Update LOV which includes Taxpayer idUpdate LOV which includes Taxpayer id
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Forms Personalization Forms Personalization –– ExampleExample

Assign new group name to LOVAssign new group name to LOV

Repeat process for vendor number LOV on query Repeat process for vendor number LOV on query 
block and vendor name LOV and vendor number block and vendor name LOV and vendor number 
on Supplier Header blockon Supplier Header block
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Forms Personalization Forms Personalization –– ExampleExample

Supplier headerSupplier header

LOV LOV –– replaced taxpayer id with inactive datereplaced taxpayer id with inactive date
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Authorization Authorization -- OA Framework PersonalizationOA Framework Personalization

OA Framework Personalization is for selfOA Framework Personalization is for self--service service 
applicationsapplications

Introduced with 11.5.9 Introduced with 11.5.9 -- Patch 3323690 Patch 3323690 
Standard with 11.5.10Standard with 11.5.10

Intuitive Intuitive –– setup and maintained by functional setup and maintained by functional 
SuperusersSuperusers
Technical assistance needed only to move Technical assistance needed only to move 
upload/download files between instancesupload/download files between instances
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Authorization Authorization -- OA Framework PersonalizationOA Framework Personalization

Profile OptionsProfile Options
Personalize SelfPersonalize Self--Service DefnService Defn

Yes to allow personalizationsYes to allow personalizations
FND: Personalization Region Link EnabledFND: Personalization Region Link Enabled

Yes to display the regional links to the Personalization pages iYes to display the regional links to the Personalization pages in n 
the Selfthe Self--Service applications Service applications 

Disable SelfDisable Self--Service Person Service Person 
Yes will disable all Personalizations at any levelYes will disable all Personalizations at any level

FND: Personalization Document Root Path (new in FND: Personalization Document Root Path (new in 
11.5.10)11.5.10)

Required to migrate PersonalizationsRequired to migrate Personalizations
Set this profile option to a tmp directory with open (777) Set this profile option to a tmp directory with open (777) 
permissionspermissions



6565© 2007 Solution Beacon, LLC.  All Rights Reserved.

OA Framework Personalization OA Framework Personalization -- ExampleExample

Hide the Hide the ““duplicateduplicate”” column on an column on an iiExpenses page Expenses page 
to disallow duplication of an expense reportto disallow duplication of an expense report
Click the personalize page buttonClick the personalize page button
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OA Framework Personalization OA Framework Personalization -- ExampleExample

Set Rendered = False and apply changeSet Rendered = False and apply change
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Authorization Authorization -- OA Framework PersonalizationOA Framework Personalization

Functional Administrator responsibility Functional Administrator responsibility PersonalizationPersonalization
Manage PersonalizationsManage Personalizations

DeactivateDeactivate
ReactivateReactivate
DeleteDelete

Import/Export PersonalizationsImport/Export Personalizations
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Summary Summary –– Superuser Security OptionsSuperuser Security Options

Authorization Authorization -- functionsfunctionsMenus, Request Groups, Menus, Request Groups, 
ResponsibilitiesResponsibilities

Authorization Authorization -- functionsfunctionsFunction SecurityFunction Security--ResponsibilitiesResponsibilities
Authorization Authorization -- datadataUser ManagementUser Management

Authorization Authorization -- datadataSecurity GroupsSecurity Groups
Security ProfilesSecurity Profiles

Authorization Authorization -- datadataExcluded ItemsExcluded Items
Securing AttributesSecuring Attributes

Authorization Authorization -- functionsfunctionsHRMS Forms Configurator HRMS Forms Configurator 
and Taskflowand Taskflow

Authorization Authorization -- data & functionsdata & functions
Row/Column levelRow/Column level

Forms6Forms6ii PersonalizationsPersonalizations
OA Framework PersonalizationsOA Framework Personalizations

What is it for?What is it for?Security FunctionalitySecurity Functionality
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Summary Summary –– Technical Team Security OptionsTechnical Team Security Options

Authorization Authorization –– data/ functionsdata/ functions
Row/Column levelRow/Column level
66ii formsforms

Custom LibraryCustom Library

AuthenticationAuthenticationPassword Profile Password Profile 
OptionsOptions

AuditAuditAudit TrailAudit Trail

Authorization Authorization –– data/functionsdata/functions
Row/Column level Row/Column level 
All dataAll data

Oracle Label Security (OLS)Oracle Label Security (OLS)

AuthenticationAuthenticationTimeout OptionsTimeout Options
What is it for?What is it for?Security FunctionalitySecurity Functionality
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Additional ResourcesAdditional Resources

MetaLink Note 189367.1 MetaLink Note 189367.1 -- Best Practices for Securing Best Practices for Securing 
Oracle EOracle E--Business SuiteBusiness Suite
30 Minute Release 1130 Minute Release 11ii Security, Keeping the Bad Guys Security, Keeping the Bad Guys 
Away Away , OAUG Insight, Fall 2006, OAUG Insight, Fall 2006
Oracle Applications ConceptsOracle Applications Concepts, Chapter 12 , Chapter 12 
Oracle Applications System Administrator's Guide Oracle Applications System Administrator's Guide ––
Security Security 
Oracle Application Framework Personalization GuideOracle Application Framework Personalization Guide
MetaLink Note: 290996.1 MetaLink Note: 290996.1 -- Oracle User Management Oracle User Management 
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