- Nodlleziion Sty
What Are Vy: Options?

IDTUG™:

KALEIDOSCOPE

. 18-21 4 Daytona Beach, Flor

Susan Behn
June, 2007

Real Solutions for the Real World®




Agenda

©® Standard Application Se

¢ Authentication
Security Profile Options
Timeouts
Authorization

Menu Driven Security
HRMS Security Options
User Management

Audit Trall
Diagnostic Reports
Personalized and Custom Security Options
Custom Library
Forms 6/ and OA Framework Personalization
Additional Resources

« CERTIFIED
ORACLE [, oruer

© 2007 Solution Beacon, LLC. All Rights Reserved.




About the Presenter — Susan Behn

¥ Solution Beacon PraclicelVianagei—aicchnicalsSEVICES
@ 23+ yrs in/ I Industry / 14+ yrs/Oracle Applications s
& 70% Technical / 30% Functional

& Current/Past Presentation Topics
Application Security (OAUG 2007/ODTUG 2007)
Oracle Diagnostics for Functional Users (OAUG 2007)
Approvals Management (AME) (OAUG 2007)
Purchasing — Technical Foundation (OAUG 2007)
Oracle Diagnostics for DBAs and Developers (ODTUG 2007)

Workflow Setup, Care and Feeding, New Features, Functional
Overview (OAUG/ODTUG/Local User Groups)

Forms Development Standards (OAUG/ODTUG)
Forms Personalizations (OAUG 2006)

OA Framework Personalizations (Local User Groups)
FNDLOAD (Local User Groups)
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Standard Application Security Components

YAUhenticatieRE=\VRCHAECHOU

Password Restrictions
Timeouts

&® Authorization — What Can You Do?

Function Security
Data Security

& Audit — What Did You Do?

Shared Accounts
Standard Audit Reports
Oracle Audit Trail Implementation
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Authentication — Password Profile Options

Real Solutions for the Real World®

Profile Default Recomme

Signon Password Failure Limit None 5 (attemots)

Signon Password Hard to Guess  No Yes a

-

Signon Password Length 5 8 (characters)™

Signon Password No Reuse 180 (days)

Create custom
java class It
Signon Password Custom None needed

Password Case Option Insensitive | Sensitive

OrACLE SIS
© 2007 Solution Beacon, LLC. All Rights Reserved.




ICX:Session Timeout Time of inactivity in a
form session

|CX: Limit Time Maximum connection 4 (hours)
time regardless of
activity

ICX: Limit Connect Max HTML page 1000
requests that can
be made In a
session

JTF INACTIVE_SES CRM session timeout for None
SION_TIMEOUT inactivity

COTICEC T

ORACLE' [iHiw
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Authentication - Configuration File Timeout
Settings

W DBASHpdateENhESESElliNeEN
Jserv (Java) Timeout Settings
Apache HTTP Timeout Settings
Forms 60 Environment Timeout Settings

Oracle Single Sign On Timeout Settings
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Authentication — Other Best Practices

YNeveruse genericipasswends
& Set passwords to expire every 60 days

® Regularly change system| passwords and shar:
account passwords (e.g. APPS, SYSADMIN)

& Minimize passwords in files

&® Run programs through the concurrent managert
avold passing user names and passwords

& Use encrypted password files to pass parameters

© 2007 Solution Beacon, LLC. All Rights Reserved.




.-

Authorization

70-80% off security' breaches are mte ll
and most result in financial lossi ==

*k*k

-'_ =

—
_

—

Authorization and Auditing are even mdr
critical than Authentication!!!
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Authorization - Menu Driven Security

& Menu
Group functions into logical menu structures

@ Include all form functions for a logical group

# Create inquiry only functions with the parameter
QUERY_ONLY="YES”

@ Include submenus for related functionality
Group concurrent requests into request groups
Assign request groups to responsibilities
Assign menus to responsibilities
Assign responsibilities to users
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Authorization - Menu Driven Security

Real Solutions for the Real World®

Users \

Responsibilities Request Gr D

o

- ol
=

Menu Exclusions

Excluded Items

Submenu Functions

Securing Attributes
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Authorization - Menus SOL-[%DN BEACON 11c

Real Solutions for the Real World®

AP NAVIGATE GUINZ [ ViewTree.. )

User Menu Name |AP_NAVIGATE_GUI12
benu Type |5tandard
Description |ﬂP Mavigate Menu

21Ty Frarmpt Submenu Function Description
| /AP_INVOICE_GATEWAY| Maintain Quick Invoices

Invoices AP_INVOICES_GUIZ | [Maintain Invoices
Payments AP_PAYMENTS_GUI2 | IMaintain Payments
Accounting  |AP_ACCOUNTING_GUI | IMaintain Accounting
Suppliers AP_SUPPLIERS_GUI2 | IMaintain Suppliers
[Employees  |AP_EMPLOYEES_GUI12| IMaintain Employees
(Credit Cards  |AP_MAINTAIN_CREDIT_| IMaintain Credit Cards
Setup AP_SETUP_GUMZ | |Setup

Workflow AP_WORKFLOW_GUI2| Workflow

Other [FND_OTHER 4.0 | |Other

« CERTIFIED
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Authorization - Request Groups s—"i'o;,uﬁmﬁmcm.m
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‘Wincludesiiequestisiandvequestisetsiavaiialsle: |

¥ Requests not limited| to application indicated s

EETCI Al Reports

Application |Payah|es
Code |
Description |NI Payables SRS reports (including update programs)

a

— Requests

- Type Mame Application

||Applicatiun "”Payahles |Payah|es

. |Prugram "”Wurkﬂuw Background Process |App|icatiun Object Library

. |Prugram "”Mass Additions Create Report |Assets

. |Prugram "”Puhlish RX Reports |Assets

. |Prugram v||In|urui[:|3 Register |Payah|es
|Prugram v||In|urui[:|3 on Hold Report |Payah|es
|F'rugram v||(I::|sh Requirement Report |Payah|es

. |F'rugram v||P::|3,|rment Register |Payah|es

. |Prugram "”Miﬁing Document Numhers Report |Payah|es
|Prugram "”Batch Control Report by Entered By |Payah|es

Description |

« CERTIFIED
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Authorization - Resp

onsibility

Responsibility Mame | Eneld I ENER]E

A

SOLUTION BEACON . 11

Effective Dates

Application |Payah|es

From [01-JAN-1951

Respansibility Key |PAYABLES_MANAGER

TD|

Description |

Availahle From
® Oracle Applications

' Oracle Self Service YWeb Applications
T Oracle hohile Applications

— Data Group

Mame |Standard

Application |Payah|es

Menu |AP_NAVIGATE GUIN2

WWeb Host Mame |
Web Agent MName |

= Request Group —

Marre |AII Reports

plication |Payah|es

IWenu Exclusions Excluded ltems Securing Attributes

Type

Description

.||Func1iun

« CERTIFIED
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Data Se
based on
User Name
(Table Level)

Concurrent

=

i i
e ™ |

Programs

FANVZZ 11021 o) [ —

Functions
Included

Functions
Excluded

—




Authorization — Menu Exclusions

© Functic
Form Functions — Called from a menu

Subfunctions — Called from within a form
¢ Button
& Action ltem
¢ Tab
® Menu exclusions - Exclude functions or

subfunctions to vary functionality by responsibility

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization — Menu Exclusions SOITL‘IEEDNBMON.M
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. Praventine sl toforce invalcs sigaravell o /

responS|b|I|ty

O ln n op

Batch Control Total i Actual Total

= O

Type [ alidate Invoice Amount Withheld Amount Prepaid Amour
. Standard | [vglidate Related Invoices 600.00

Standard | [rancel Invoices 400.00

Standard || [ aApply/Unapply Prepayment... 100.00

Standard CPay in Full... 100.00
4 .

[/ Eorce Approval S Wiew Prepayment Applications

CReleage Holds Hald MName

Amount Release Mame —Approval Status

usp Release Reason Approval  Not Required

Pending Approver

[ Print Matice Printer

Sender Name

—Summary
Descripti Sender Title
Haolds

Distribution Total

Cancel

Actions. Civerview Distributions Purchase Order ~

« CERTIFIED
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Authorization — Menu Exclusions

SOLUTION BEACON . 11
Real Solutions for the Real World®

WEXCINdENNENCOrCENALPIOVEIN IV OICESISUL

L RS S e e e e e e e e e e e e T e e e e e e e e e e e e e

L T T ==

Responsibility Name |Fay‘ah|es Manager

Effective Dates

Application |Paj-,rahles

From |01-JAN-1951

Respansibility Key |PAYABLES_MANAGER

T|:||

Description |

Availabhle From

® Qracle Applications

© Oracle Self Service Web Applications
' Oracle Mobile Applications

— Data Group
Marme |5tandard

Application |Pa}rahles

Menu |AP_NAVIGATE_GUINZ

Web Host Mame |

Web Agent Name |

= Request Group
Name |All Reports

Application |Pa}fahles

L,

hdenu Exclusions Excluded ltems

Securing Attributes

bl

PTG

Description

'”Furce Approve Invoices

« CERTIFIED
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Authorization — Menu Exclusions SOITL‘IEEDNBMON.M
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Actual Total

_ |
Type Supplie ice Armount Withheld Amaunt Prepaid Amaur

B stendara Dell Co 600.00

o
Standard Dell Co 2793 400.00

W )
Standard Dell Co “alidate Related Invoices 100.00

- .
Standard Dell Co  ~oncel moices 100.00

[ ApplyfUnapply Prepayment...

CIPay in Full...
O . iew Prepayment Applications

[l Force Approval
O initiate Approval
[ Releage Halds Hald Marmne

pproval Status
Appraval - Not Required
Fending Approver

Release Mame

Release Reason

[ Print Matice Printer ummary

Description
Sender Name Holds

Sender Title Distribution Tatal

Purchase Order ~
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Authorization — Excluded ltems =

SOLUTION BEACON . 11
Real Solutions for the Real World®

¥ Excluderattibutesitonesticieceessitorco| Uil
& Attributes in the Web Application Dictionany (LOV)

¥ Example: Users of the Service and Support respons
cannot view public comments

T T i o o e A e i e L e S S SO RO

SR RV ETG R S ervice and Support (Full Access

Responsibility Key |ICX_SERVICE_AND SUPPORT

Description |Senrice and Support

Effective Dates
Application |Se|f-Senrice Web Applications { From |28-AUG-1997

S

Availahle From

' Qracle Applications

® Oracle Self Senvice Web Applications e . —r
. Applicat Self-Service Web Applications
' Oracle Mobile Applications ppication | A

— Data Group
Mame |Standard

— R st G
henu |Senri[:e and Support eque roup

Web Host Mame |
YWeb Agent Mame |

Mame |

Application |

henu Exclusions Excluded lterns Securing Attributes

~ MName Application
| cs_PuBLIC_COMMENT Service

« CERTIFIED
ORACLE PARTMNER
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Authorization — Securing Attributes

_Sleatflglef cittglgtiiets clllovy rovys (recarcls) af clziie) (o
be visible to specified users or respoensibilities
based on the specific data (attrbutervalue) s
contained in the row.

IExpenses example - Expenses are limited torthe™ =

ICX_HR_PERSON_ID for the user logged in :

S

ICX_ HR_PERSON_ID value is set in the user recorditor = ==
the PERSON_ID assigned to the user

Limits expense report entry to employee related to user

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization — Securing Attributes s,o;,'[‘;iﬁmmmm

Real Solutions for the Real World®

TRl e S e e e e e e e e e e e e e e e e e it

Responsibility Mame |iExpenSes, Vision Services (USA) Effective Dates

Application |F'ayahles From |13-APR-2001
Responsibility Key |OIE_EXPENSE_REPORTS_SER‘U‘ICES Ta
Description |New Ul respon for Services

Available From — Data Group
' Qracle Applications Mame |Standard

® Qracle Self Service Web Applications
T Qrracle Mobile Applications

Application |Payables

— Regquest Group

Menu |Time and Expense Self Service M

MName |
Weh Host Mame | seeallisaifon |
WWeb Agent Name |
Menu Exclusions Excluded ltems
- Mame Application
JICX_HR_PERSON_ID w |Self-Service Web Applications

Uszer Mame m Person |Behn, Susan

Password | Custamer |

Description |Susan Behn Supplier |

E-hdail |shehn@su|utinnbeacun.cum

Password Expiration Fax |
“ Days Effective Dates
T Accesses From [22-SEP-2005

W Naone To

Direct Responsibilities  Indirect Responsibilities

Attribute Application “alue
IcX_HR_PERSON_ID Self Service Web Application: 13516 ]
[TO_PERSON_ID [Self-Service Web Application: 13516

ORACLE! SETier ' | | au
© 2007 Solution Beacon, LLC. All Rights Reserved.



Authorization — User Assignments s,o;,'[‘;iﬁmmmm
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User Mame m FPersan |Behn, Susan

Passwaord | Customer |

Description |Susan Behn Supplier |

E-Mail |shehn@sulutiunheacun.[:um

— Password Expiration Fax |
© Days | Effective Dates :i-:‘___
T Accesses | Fram |22-SEF-2I]I]5 S
=
® Mone Tao | -

BNETREEEENE AN [ndirect Respansibilities Securing Attributes
: — Effective Dates
oecurity
~ Responsibility Application Description Group Fram To
| Application Developer  |Application Object L | Standard  05-APR-2006 | g
'Workflow Administrator, Vi Application Object L | Standard 22-SEP-2005 |
Workflow User, Vision Ente Application Object L Standard 03-MAY-2006

« CERTIFIED
ORACLE PARTMNER

© 2007 Solution Beacon, LLC. All Rights Reserved.



Authorization - HRMS Security

Silandara ERNSrSECuAYCHE

¥ Responsibility is assigned! a security: profile
Profile Option — HR: Security Profile

& Security profile includes a business group

& Separate responsibilities are required:for each
security profile

¥ Can switch to Security Groups Enabled mode! Iaté_r_-"

User Responsibility

\ 4

Security Profile Business Group

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization - HRMS SeCurity SO]T[%DNBEACON,LIL
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StandaraHRVISISEcuritAYeaE
¥ Security profiles are assigned tora Business: ‘roup
¥ Business Group limits accessible data :

O Security Profile -2 e T e T T T T e T e T T ] X

MWame |Wision Corporation

Business Group [Vision Corporation

YWiew Employess |£\II "| Reporting User |DISCO
‘iew Contingent Workers |£\II v| W igw All Records
Wiew Applicants |ﬂ|l "| [ Allow Granted Users
“iew Contacts |£\II v| [/ Restrict on Individual Assignments

WIGERREE S Fosition Sec...  Payroll Secur...  Supervisor 3.0 Miscellaneou...  Custom Sec...  Static Lists

Security Type |View all oryanizations (no security) -

Organization Hierarchy |

® Specify Top Organization: |
' Usge the Qrganization on the User's Assignment(s) as the Top Organization

¥ Include Top Organization [ Exclude Business Groups

- Classification Organization Name Include  Exclude
|| | Ty @ &)
' | | o} C

« CERTIFIED
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Authorization - HRMS Security

SeCUIACIOUPSN=TE CENBUE

# Set Enable Security Groups profile option to) Yesz

*'.=

& Assign Security: Profile Form =

Links a security profile to a user’s respoensibility. and‘

business group
® Disadvantages
Only one business group can be viewed at a time

Security profiles are not easily changed
Cannot revert back to standard HRMS security.

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization - HRMS Security

SeCUIACIOUPSN=TE CENBUE

¥ Advantage - One responsibility is used oK m IJFJI)P
security groups
When a user logs on, the pairings createad between =

business groups and responsibilities are displayed== -

w2 —
.

/ HR ) HR Manager e |
| Manager / Security Profile —_— .
HR Manager
/ Responsibility
|I ‘ﬂ"“t HR I'l.IIanager
. Manager / Security Profile

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization - HRMS

[PEopIENYianagemeEnNConieuEe!

& Design templates to only include essential
Information (similar to' Personalization toe/S)Ss
Choose fields, tabs, buttons to display. :

Set default values

Define data restrictions
® Employees only
& Applicants only

& Pre-defined templates are also available
¥ Add task flows to access other HRMS windows

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization - HRMS SD]:[%DNBEACON,LU_

Real Solutions for the Real World®

C|!

¥ Securitys=> rPeopleiV anaeEmeniNeo)
¥ Create a template to hide salary basis

O People Mar ment Details

O Designer(Peaple Managerment) -0

E-Regian 2 (Maintain)
E-Region 3 (Maintain)

Salary Basis (Maintain) FPerson Type
-0 Contexts yee Number
f-3oft Coded Segment 1 %alue (Maintain) Hire Date
E=Style (Maintain) mt Category
f-Supervisor (Maintain)

==Telephone Mumber 1 (Maintain)

o GRE

E=Tirmeline Field (Timelineg)
&-Timeline First Timeline) ~  Prganization
Joh
lterm Marme |Sa|ar]r Basis (Maintain) = Pasition
Window Name |Maintenance Window - Grade
Tab Page Name |Page 1 D Location
“isihle Superisor

Height | Yes Fayroll
Width
¥ Position 5.8 (1] asadl Salary
¥ Position |3-4 EIEIEI =

« CERTIFIED
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© 2007 Solution Beacon, LLC. All Rights Reserved.



Authorization - User Management

Real Solutions for the Real World®

¥ SeededimenusyeqUESGoUPSEREMESPORSIIIIINES o r1of
always comply with' regulationss regarding separatonie)
duties .

® Role Based Access Control (RBAC) combines datarand
function security with delegation of access contro) Wifh-

approval process to provide a more complete securty™ i =
strategy ==

Administrative —
Features

Fole Based Access Conirol
Security

« CERTIFIED
ORACLE [, oruer
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Authorization - User Management

FURCHERISECUNILY;

responsibilities

Data Security — Securing attributes, data greups; w:clmr y
groups >
RBAC — Role based data security + function securlty

Delegated Administration — Roles granted by local
administrators

Registration Process — Users can request access viaia
registration process

Self Service and Approvals — Workflow routes user access
requests based on rules in Oracle Approvals Management

« CERTIFIED
ORACLE [, oruer
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Real Solutions for the Real World®

Susan — Supervisor

~Enters Suppliers Role = Supervisor

~Enters Invoices

~Enters Suppliers

Tk —Chr InhioRe

\ 4

~Enters Invoices Role = Invoice Entry Clerk

Jill = Clerk '| ~Enters Invoices

~Enters Invoices

June — Clerk Change this

~Enters Invoices <  Instead of these

« CERTIFIED
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Audit Trall

¥ Nevershare acee

No audit trail for shared accounts

& Invalidates “Who” Columns
CREATED_BY
LAST UPDATED BY

SYSADMIN most abused
Use “Grant Access” functionality in \WWorkflow.

¥ Use workflow event subscription to:
Limit number of sessions

Limit number of forms opened
MetalLink Note 270454.1

« CERTIFIED
ORACLE [, oruer
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Audit Trail — Standard Reports

¥ SetiprofilerepticnSIGINGONAGIDINEEEVEN G IEOTTIE
at the site level to track actions fromi the timesie
user logs on e

& Periodically monitor the following standardFene rb
Signon Audit Concurrent Requests |
Signon Audit Forms
Signon Audit Responsibilities
Signon Audit Unsuccessful Logins
Signon Audit Users

®Run Purge Signon Audit Dafa concurrent program
to periodically purge audit data

© 2007 Solution Beacon, LLC. All Rights Reserved.




Audit Trall

YAUditSTewWsiandieolUns

¥ Audits inserts, updates and deletions
& Use sparingly for critical static tables
& Consider performance impact

& Limited reporting available

© 2007 Solution Beacon, LLC. All Rights Reserved.




Audit Trall

Y Recommendeditalsessera it

ALR_ALERTS
FND_AUDIT_GROUPS
FND_AUDIT_TABLES
FND_DATA_GROUPS
FND_ENABLED_PLSQL
FND_FORM
FND_GRANTS
FND_MENU_ENTIRES
FND_PROFILE_OPTIONS
FND_REQUEST_GROUPS
FND_RESP_FUNCTIONS

« CERTIFIED
ORACLE [, oruer

FND_AUDIT_COLUMNS
FND_AUDIT_SCHEMAS .
FND_CONCURRENT_PROGRANIS]
FND_DATA_GROUP_UNITS
FND_FLEX_VALIDATION
FND_FORM_FUNCTIONS
FND_MENUS
FND_ORACLE_USERID
FND_PROFILE_OPTION_VALUES
FND_REQUEST_GROUP_UNITS
FND_USER_RESP_GROUPS

© 2007 Solution Beacon, LLC. All Rights Reserved.




Audit Trall

) SettherprofileropieSAUGrE ACHYEIC O LS
& Navigate to Security: > AuditTrail = [astallss

® Check the Audlt Enabled checkbox for sche L
where auditing Is to be enabled

'O audit Installations

Audit
Cracle Username Description Enabled

l APPLSYS ﬂpplicatiun Object Library Account v
ﬂPPLS‘fSPUE ﬂpplicatiun Object Library Public Account []

© 2007 Solution Beacon, LLC. All Rights Reserved.




Audit Trall

& Navigate to Security > AuditTrail=>»Groupsk

A

SOLUTION BEACON . 11

.

Created logical groups of audit tablesi te facilitate:

enabling/disabling at this level e

~
D 'I'I'U dlt = FOUEIS  crirerer o raryrarar e e fe e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e & 5
[ e ! ot F PP F FF FF F F F F F FIF F F FIF IF F F F F FIF F F F F F F F F FIF FF F FF FF F F FIF F F F F F FIF F FIF F I F F F F F F F F F F F F F . F'F rr — L

Application Mame
Audit Group

Audit Setup Group

iGroup State |Enabled

Diescription

Real Solutions for the Real World®

Audit Setup Group

— Audit Tables

IUser Table Mame

Tahble Mame

Application

Description

FND_AUDIT_COLUME

FND_AUDIT_CoOLUutr

Application Object Lih

Table columns being audited

FND_AUDIT_TABLES

FND_AUDIT_TABLE

Application Ohject Lih

Application tables heing audited

" [FND_AUDIT_GROUPS

FND_AUDIT_GROU

Application Ohject Lih

Application tables and columns being audited

|[FND_AUDIT SCHEME

FND_AUDIT_SCHER

Application Object Lih

Audit schema

« CERTIFIED
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Audit Trall SOLUTIONBEACON e

Real Solutions for the Real World®

— o N\EWViezlis i Sieatifing — Atclitfrzil — Fzioles

& |dentify tables and columns o be audiied

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr poo—

T

NECTREREREGEIFND AUDIT TABLES

Table Wame |FND_AUDIT_TABLES
Application Application Object Library

Description  Application tables being audited -%-.__.
— Audit Columns T

Column Mame Column Type Frimary key
AUDIT_GROUP_ID NHumber v = -

AUDIT_GROUP_APP_ID Number v
TABLE_APP_ID Number v
TABLE_ID Number v

[STATE Varchar? n
' O

« CERTIFIED
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Audit Trall

o Rigltole Avgelic ezl Uaclziiel Tzloles concln
request to activate auditing
& Creates triggers populate shadow: tabless ===

¥ Creates shadow tables for each audited tat;i?_ 3

FND_GRANTS audit table is FND_GRANTS.A =8

e

© 2007 Solution Beacon, LLC. All Rights Reserved.




Diagnostic Reports for Security Smjaiﬁmmcom

Real Solutions for the Real World®

¥ OraclerbiagnosticsHeperathErEHCENE

practices

Logowt  Heln

Home_.‘ GECT Advanced | Configuration

Application |App|icati0n Object Library )

All Groups Tests

) yi].-'

RunAll
Run All Groups
Logging Tests

EBusinessSecurity

Workflow Tests

« CERTIFIED
ORACLE PARTMNER
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Diagnostic Reports for Security s—"i'omowmmm

Real Solutions for the Real World®

& Partiallis

Application ‘Applicatinn Ohject Library

EBusinessSecurity Tests

Prerequisites

Num Test Name Tested Component Test Description

This test validates that the
mod_plsgl custom
1 PLS Custom Authentication Check Security authentication setting is setto
'CUSTOM by validating certain
URLs are FORBIDDEM

This iz a declaratively
2 Application Profile Options values related to (S Declarative Diagnostic Test  constructed diagnostic test for
DB setups

This iz a declaratively
3 @actices .Datahase Secu@ Declarative Diagnostic Test  constructed diagnostic test for
DB setups

This iz a declaratively
4 Best Practices | E-Business Suite Security Tests Declarative Diagnostic Test  constructed diagnostic test for
DB setups

This iz a declaratively
5  Profile Option Tests for Framework Yalidation Modes  Declarative Diagnostic Test  constructed diagnostic test for
DB setups

« CERTIFIED
ORACLE PARTMNER
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Diagnostic Reports for Security

Y RPartiaiNistcontinted=NEickeey

g Password Check - Profile Setftings
10 Remaote Authentication - Validation
11 Role Based Check

12 Basic Database Check

13 UserAccount Based Check

Declarative Diagnostic Test

Ceclarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Fun YWith Prerequisite | [ Fun YWithout Prerequisite ]

« CERTIFIED
ORACLE PARTMNER
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SOLUTION BEACON . 11

9ULLOL)

This is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test far
OB setups

This is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test for
DB setups

Real Solutions for the Real World®
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Diagnostic Reports for Security s,o;,'[‘;iﬁmgmcom

Real Solutions for the Real World®

Results

Ferrars accurred in test!
EBusinessSecurity

Test Name Run# Status Ti";gé;"“ Values Report |
F PLS Custorm Authentication Check 1 FAIL 1904 Iz
F Application Profile Options values related to 1CH 1 FalL 1143 IS &
k Best Practices : Databasze Security Tests. 1 FAIL 413 & N

F Best Practices | E-Business Suite Security Tests 1 FalL bikila] &

b Profile Option Tests for Framework YWalidation
Modes

TC EMSURE THAT GLIEST LISER HAS
LSERID=6

Warification of Security Alert Patches 1 FAIL a5z &

1 FAIL 183 &

1 SUCCEED 18 &

k Access Control Check 1 FalL 11610 &

k Passward Check - Profile Settings 1 FaAIL 140 &
=

Femuote Authentication - Walidation SLCCEED a0
k Fole Based Check 1 FalL 173 &
k Basic Database Check 1 FalL a4 &

k Lgser Account Based Check 1 FAIL 1945 &

EBusinessSecurity Tests Have Some Errars

« CERTIFIED
ORACLE PARTMNER
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W iExanplereittiexiNiromNesl iSio)

STEP HAME:

217 TIGHTEM LOG0N AND SESSION PROFILE OPTION - SIGMORN_PASSWORD_LEMGTH.

STEP DESCRIPTION:

The profile option SIGHNON_PASSWORD_|EMGTH =sets the minimum length of an Applications Signon Password. If no value iz entered, the

minimum length defautts to 5. Set Signon Password Length to & minimum of & and when setting the password verify if it has at least one numeric
character.

SGL QUERY EXECUTED:
zelect court®) from fnd_profile_options a,fnd_profile_option_values b where a PREOFILE_OPTION_ID = b PROFILE_OPTION_ID and upper
(2 PROFILE_OPTION_MAKME 1 = "SIGHNON_PASSWORD_LENGTH' and b PROFILE_CPTION_WALUE i= not MULL and lpad

(b PROFILE_OPTION WALUE 3,'0% == 006"

RETURHED WALUE:
1]

EXPECTED RESULT:
Feturned value must equal 1

ERROR MESSAGE:
Signon Pazsyword Lendgth not zet to 6 characters ar more st the site lesvel.

FIX INFO:
Il=ze forms interface and log on as System Administrator and change the value of SIGHNON_PASSWORD |LEMGTH to 6 or more.

STATUS: Failed

« CERTIFIED
ORACLE PARTMNER
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Authorization - Personalizations

W iPersonalizatiensrereriernerahliacrailos
applications

& Personalizations can increase security
Limit access at field level — columni level security __

Limit scope of access — row level security.

& Personalization Methods
Custom Library
Forms 6/Personalizations
OA Framework Personalizations

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization — Personalizations

OReme\ve-butteﬁs—#m
& Hide fields, tabs, columns
¥ \Vask fields with asterisks

Column level

& Set initial values security

& Make fields required
& Format fields

& \/alidations

& Alter LOVs

© 2007 Solution Beacon, LLC. All Rights Reserved.



Authorization - Custom Library

Y LibranyravailalennSAUNIeR/Eseuce
to provide customizations te Oracle Appllcah m
forms ¢ .

¥ Use forms builder 6/ to modify package spec 2| Jrl

package body -
¥ Move to server and compile —

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization - CUSTOM.pll - Examples

Real Solutions for the Real World®

\* Hide the tax payer ic

APP_ITEM_PROPERTY2.SET_PROPERTY('VNDR.NUM_1099_MIR', DI
D,PROPERTY_OFF) E

.1I.

.

\* Mask the tax payer id*\ =

— i

APP_ITEM_PROPERTY2.SET_PROPERTY('VNDR.NUM_1099_MIR', CONCE -_'ai--q.
DATA,PROPERTY_OFF) e

=

« CERTIFIED
ORACLE [, oruer
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Authorization - Forms Personalization

v EermsEersenalizalivnsideclangtvelyazlictie
behavior off EForms delivered with the E-BUsinessesuil

® User must understand Forms and PL/SQL ===
# Most changes traditionally done using CUSTOM:B!I

can be accomplished using| Forms, Personalizaticnsssss
& Forms Personalizations are effective immediately"_;-'iﬂ__

s

no compiling =

® Forms Personalizations fire prior to CUSTOM.pll for
the same event

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization - Forms Personalization

Real Solutions for the Real World®

_ Praille Cagtiens

Hide Diagnostics menu entry’— Set to/Ne

¢ Yes will hide the diagnostics menu e
Utilities: Diagnostics — Set to No to require apps:
password =

Application Responsibility Lser

~ Profile Site | | |
lFHD: Diagnostics | | | | 2]
- Hide Diagnostics menu entry Hu | | |
| Utilities:Diagnostics Hu | | |

« CERTIFIED
ORACLE [, oruer
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W Access therfonmioitinctionmecdingiRersehelization
¥ Help > Diagnoestics > Custom Code > Personalizes

& Diagnostics enabled
File Edit “iew Folder Tools Window EslE]
2P O & 58 G P [ Wndowhe
Qracle Applications Library
keyhoard Help...

© Suppliers Mision Operations: LSON o

Supplier Marne Diagnostics Disable Secured Diagnostics
Alternate MNarme Record History Display Database Erraor...
Examinge. ..

Logding

TestWeh Agent...

Trace

ECHEIEIN  Classification  Accounting Contral Fayment Debiug ithh...  Tax R...

Taxpayer [D About Oracle Applications..

Inactive On

Properies

Custom Code ® Marmal

Farent Supplier Marme |

Client System Analyzer O Off

T Core Code Only
' Show Custom Events

Customer Mumber |

Fersonalize
e

« CERTIFIED
ORACLE PARTMNER
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Authorization - Forms Personalization

2 Farm Personalizations (Suppliers)

Function Name AP_APXVDMVD

Seq  Description

Form Mame  [APXVDMYD

A

SOLUTION BEACON . 11

Real Solutions for the Real World®

Debug Maode |Shnw Debug Messages ~

Level

Enahlad

I|1I] |Susan's Test

Form | M2

I

N

Actions

Condition

=

Trigger Event | WHEN-NEW-FORM-INSTANCE -
Trigger Object |

{(ou can enter additional event names.)

Condition

Processing Made |Nut in Enter-Query Mode

—Context
-~ Level “Yalue
J user ~|sBEHN 8

« CERTIFIED
ORACLE PARTMNER

( lpzer Set' Expression... I

[nser tem YWalue. ..

© 2007 Solution Beacon, LLC. All Rights Reserved.

(

Walidate

Apply Mo



-

Forms Personalization — Condition Tab —
Standard Trigger Events

PAVEHEN=NEWEG@RIVIEINSIAN @

Security rules
INavigation rules
Visual attributes

® \WHEN-NEW-BLOCK-INSTANCE

Same as WHEN-NEW-FORM-INSTANCE
Message rules

& \WHEN-NEW-RECORD-INSTANCE

Default values

© 2007 Solution Beacon, LLC. All Rights Reserved.
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Forms Personalization — Condition Tab —
Standard Trigger Events

DAVIHEN=NEVWENHENMEINSIANEG

\Vlessage rules
Default values dependent onrentry of another itert{'

& \WHEN-VALIDATE-RECORD

Populate hidden fields
Additional validations

® SPECIALN
Populate tools menu (SPECIAL 1-15)
Populate reports menu (SPECIAL 16-30)
Populate actions menu (SPECIAL 31-45)

© 2007 Solution Beacon, LLC. All Rights Reserved.




Forms Personalization — Condition Tab —
Context

YAV herdeestthistulerapplyaicr

& evel at which rule will apply
Site
Responsibility
User — Use this for testing rules
Industry (For future use)

_ Industry
| site

Resmnsihili
[ —

© 2007 Solution Beacon, LLC. All Rights Reserved.




Forms Personalization — Property i
SOLUTION BEACON . 11

ACtI O n S Real Solutions for the Real World®

"N O Formn Personalizations AT AT ST |
Function Mame |AP_APXVDMVD Form Mame [APXWVDMYD Debuy Maode |0ff -

Seq Description Level Enabled

I|1I] |Supp|ier Rules Form ML=
| . o .
| o

L =

Condition mm

~Seq Type Description Enabled
|| Property || All 41 ( Select By Text... ]
| |
| |
U |
U |
| I I
|
|
|

1]

Object Type |Item -
Target Object |

Property Name |PROMPT_TEXT
“alue

| ¥

4|

|
|
|
|

Get Walue

JLLLLLLLTE

OO 0000000

1]

Insert ltem “alue.

( “alidate [ Apply Mow

Insert 'Get' Expression. ..

« CERTIFIED
ORACLE PARTMNER
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Forms Personalization — Property
Actions Example

Preventtinserinrtie BanieAccounisaiE!:
& Iype = Property

& Object Type = Block

& Target Object = VNDR_USES

& Property Name = INSERT_ALLOWED
& \/alue = False

| Select By Text... |

ObjectType Block -
Target Object 'WHNDR_USES
'roperty Marme |INSERT_ALLOWED
“alue ;

© 2007 Solution Beacon, LLC. All Rights Reserved.



Forms Personalization — Example

SOLUTION BEACON . 11
Real Solutions for the Real World®

¥ BreventemployeeNomienteingieninyeicENeRENeIs

supplier record

) ! -
gl

Function + -

l3l] Prevent entry of invoice related to user id
Condition mm
oeq  Type Description Language Enabled
I'":I Property ~ All M Select By Text. .
L] .
0 Object Type  Block -
- Target Object  INV_SUM_FOLDER
. Property Mare DEFAULT WHERE
Yalue [T
L] )
erdor_id MOT M -
[ (SELECT vendor_id
] FROM po_vendars py,
] fhd_user fusr
WHERE fusr.user_id = fnd_profile walue{'lUSER_ID%
O = AMD fusr.employvee_id = pyv.employee_id) n
Dk C | o h
Insert 'Get’ Expression... Insert ltem Yalue. .. ( — I_ance J'I ﬂi]

« CERTIFIED
ORACLE PARTMNER
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Forms Personalization — Example

Real Solutions for the Real World®

W Concealthediaxpayeride Gozl) Dzfiz
||—|(mmmmm—ml‘ =

Condition Actions
Sey  Type Description Language Enabled

| Property |Cuncea| Taxpayer ic| All | W= |"'- Select By Text. .. -.I

_ | —| —| ; Object Type lltem74
—_ . -

. | | — Target Object W

_ | | — = % Froperty Mame W

_ | | —| = “alue ITRI_IE_iv

O :: . o

g, .

s
[y
|

« CERTIFIED
ORACLE [, oruer
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U dclzite LOVA Rl e lUcles Teiioz e e

22 Show ‘Inactive Date’ in Supplier LOV Form -
23 Conceal the taxpayer id Form * O -
Condition |- =il
seq  Type Description Language Enabled
I1I] Builtin - Create Group Hame All v @ = -
17 p Assi All % Builtin Type  Create Record Group from Query -
roperty ign group name Argument =
Editor
elect vendor_name, ol =
seqment?||-to_chariend_date_active,'DD-MOMN-RRERRT, ) :'-:
to_chariend_date_active, DD-MON-RRRR) num_1089, - o
vat_registration_num, —| Group Name XXXXX_OF_VENDORS_BY_NAME
vendor_id ——— —
frorm po_wendors - Add Parameter. .
( (] 4 [Qancel)l (Eearchjl
=
Insert 'Get' Expression. .. Insert ltem Yalue. . Yalidate Apply Mow

« CERTIFIED
ORACLE PARTMNER
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Forms Personalization — Example s—"i“mmamcom

Real Solutions for the Real World®

L ASSIgRMEWAGIOUPIEMENCHEG). -
IEW v =

. |23 |Cuncea| the taxpayer id |Furm v| L] -
Condition mm
~seq Type Description Language Enabled

|1I] Builtin - |Create Group Name |All | 2 ( Select By Text.. ]

<

I [Propory - | TR |
l| perty Ohject Type ||_()1|,_.-' vl

[ ] [ O | .
_ I I - Target Object |QF_VENDORS_BY_NAME M
_ Property Mame |GROUP_NAME -
| ‘—’| I - perty Name |GROUP_ =
_ 4, - Yalue XXX OF YENDORS BY HAME = g

® Repeat process for vendor number LOV on query"_ .
block and vendor name LOV and vendor number

on Supplier Header block

OrACLE SIS
© 2007 Solution Beacon, LLC. All Rights Reserved.




Forms Personalization — Example

Y Supplierheader

.D Suppliers Mision Operations: LSO eorrrr i e o e e e e

=upplier Mame merican Power Conversion Corp

Alternate Mame |APC Corp

Taxpayer ID

SOLUTION BEACON . 11
Real Solutions for the Real World®

Supplier Mame Mumber | Taxpayer 1D
AG Communications, Inc.
M Health Care
ACEYS Consultaria e Sistemas Lida
AT HAUS 24-FEB-2007
Abbott L aborataries, Inc

Tax Registration Mumber

[Qanceljl

« CERTIFIED
ORACLE PARTMNER
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Authorization - OA Framework Personalization

¥ OAEramewoePersenalizatiof
applications

Introduced with 11.5.9 - Patch 3323690
Standard with 11.5.10

& Intuitive — setup and maintained by functional
SUperusers

& Technical assistance needed only to move
upload/download files between instances

© 2007 Solution Beacon, LLC. All Rights Reserved.




Authorization - OA Framework Personalization

¥ Prefiler@ptions
Personalize Seli=Service Dein
¥ Yes to allow personalizations

FND: Personalization Region Link Enabled
& Yes to display the regional links to the Personalization pag Jm

the Self-Service applications

Disable Self-Service Person
® Yes will disable all Personalizations at any level

FND: Personalization Document Root Path (new:in
11.5.10)
# Required to migrate Personalizations

# Set this profile option to a tmp directory with open (777)
permissions

« CERTIFIED
ORACLE [, oruer
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OA Framework Personalization - Example P —— e —

W iHidertherdiplicatedcolUimnrenranVEXE! SEUE
to disallow duplication of*an expenseeponis
¥ Click the personalize page button

—a
>~

<

oS

DI? P CI—E. EXPEI‘ISE REPDI“tS Contact Us  Glokal Policy  Home  Logout Preferenc |

Expenses

Expenses Home | E

Expenses Home

| Create Yerification Report [ Export Spreadsheet )

Personalize "OIE Home Page Container”

Track Submitted Credit Card Verification Reports

Personalize "Track Submitted Credit Card “erification Reports”

Fersonalize Table Layout: (TrackReportsRM. TrackSubReportsHel

The following expense reports are either outstanding or have been paid in the last 30 days
Personalize "Track Submitted Expense Reports ta "

= Previous

Report Num I)erIReport Submit Date IRepor( Status Last Report Status Activity (Days) Current Approver Receipts Status Report Total (USD} Purpose
W1A112 Paid 21 E40.00 Expense Report

W 1890 Paid 21 2 BA8 B0 Sales Conference
WY FEAT 23-May-2005 120.00 GL String Change
W1 7EIE 24-Apr-2006 10.00
WY1 FE3S 21-Ape-2006

cate Withdraw

Fending Payables Approval 170 Accounts Payable Required
188 Stock, Ms. Pat

192 Stock, Ms. Pat

Pending ¥our Resolution Mot Reguired

Pending ¥our Resolution Required 420.00 test line number spl

I3 If the status is FPending ¥our Resolution, you were sent a notification explaining the reguired action.

Update Credit Card Verification Reports
Personalize Tahle Layout: (ActiveReportsRMN ActiveReportsHelp)

Click an Update icon to make changes to a saved, rejected, or returned expense report.

Fersonalize "Lpdate Expense Reports table. "

Report Number IReporl Date IStatus Report Total (USD) Purpose Update Duplicate Delete
WITETT 08-Mov-2006 Saved 0.00 Test / W

W FEES 20-May-2006 Saved 250,00 demo / i

Ll Mot

« CERTIFIED
ORACLE PARTMNER
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@ Set Rendered™="Fe alcl zie) ZNGE

Cortact Us  Global Policy Home Logout Preferences Help Personalize Page

OA Framework Personalization - Example

ORACLE Expense Reports

Expenses

'

Personalize Switcher ;: Duplicate

¥ Personalization Context
Scope  Page: Expenses Home
Docurnent Name  foracle/apps/ap/oie/webui’/HomePG
Function OIE Home Page
Site  Include
Organization Vision Operations
Responsibility  |[E OAUG DEMO

Personalization Properties " m—
#—-..
Clear Personalization V| | Go ) | Choose Lewels Displayed | [,

Original Definition Function: OlIE Home Page Site Organization: Vision Operations Responsibility: IE OAUG DEMO Result / Source

Admin Personalization true

Inherit

Inharit +

Inherit +

true / Original Definition -

€SS Class Default [Inherit 1% [Inherit % [Inherit | Inherit Default / Original Definition
Controller Class Default |Inherit | |Inherit | ||ﬂthit | ||ﬂhEFit Default # Original Definition
Expaort View Attribute Default |Inherit | |Inherit | |Inherit | |Inherit | Diefault / Qriginal Definition -

Post Initial Values false
Prompt Duplicate

Rendered true

false / Original Definition

Inherit

Inherit

Inherit

Inherit

Inharit +

Inherit +

Duplicate / Original Definition

false / Responsibility

Sort Allowed no Inherit hd Inherit ¥ Inherit no / Qriginal Definition
Sort By View Attribute Default |Inheri 1 |Inherit 1 |Inherit | Inherit | Default / Original Definitian

User Personalization true

« CERTIFIED
ORACLE PARTMNER

Inherit v

nherit |

Inherit »
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Authorization - OA Framework Personalization S s e ——

Real Solutions for the Real World®

¥ EunctienalAdminisiiaterrespensiiliyaalzersenalizaticn

¥ Manage Personalizations
Deactivate
Reactivate
Delete

& |Import/Export Personalizations

DRACI—E Applicatiuns Administration Home Logout Preferences Help FPersonalize Page
SECLFtY )

Core Servces Personalization

Application Catalog ! Import/Expart

Application Catalog

Search
Application | ,,;?
Docurment Path |Inrac:lefappsfapfuiefentry!headerfwehuia’GenerallnfﬂrmatiunF‘G Personalization Shortcuts -
[ Persanalized otandard Footer
[ Go)
Application  Doc Name Personalized Personalize Page Manage Personalizations
foraclefappsfapfoiefentry/headerfwebui/GenerallnfarmationP G Yes f f

« CERTIFIED
ORACLE PARTMNER
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Summary — Superuser Security Options

rSecurnty Eunctionalitysss s WAt SHiNe:
[Forms6/ Personalizations Autherization - datar & unClieS
OA Framework Personalizations Row/Columnilevel

HRMS Forms Configurator Autherization - functions ==
and Taskflow ’

Excluded ltems Authorization - data
Securing Attributes

Security Groups Authorization - data
Security Profiles

User Management Authorization - data

Function Security-Responsibilities Authorization - functions

Menus, Request Groups, Authorization - functions
Responsibilities

« CERTIFIED
ORACLE [, oruer
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Summary — Technical Team Security Options

Secunty Bunctionality s W AN SN Hor
Timeout Options Authentication

Oracle Label Security (OLS)  Autherization — data/functio*'rj;_
Row/Column level e
All data

Audit Trail Audit

Password Profile Authentication

Options

Custom Library Authorization — data/ functions
Row/Column level
6/forms
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Additional Resources

W \VetaltinksNoterd 8986va
Oracle’ E-BUsiness Suie

& 30 Minute Release 11/Security, Keeping thelsad G r\/J
Away , OAUG Insight, Fall 2006

& Oracle Applications Concepits, Chapter 12 |

® Oracle Applications System Administraior’s Guide’ =" 3
Security =

& Oracle Application Framework Personalization Guide:

& Metalink Note: 290996.1 - Oracle User Management
Supplementary Documeniation

& Oracle HRMS Configuring, Reporting, and System
Administration Guide
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Questions and Answers

Real Solutions for the Real World®

c V()L

Susan Behn
sbehn@solutionbeacon.com

www.solutionbeacon.com

Real Solutions for the Real World.®

IDTUG™:

KALEIDOSCOPE

June 18-21 + Daytona Beach, Florida
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Maintaining OraclEfE= -
Businessi Suite Applications —r III

11.5.10.2+ SHININGEATLIGHT}

UNNHEIREDEASESIZAVOR LD,

Reserve Your
Solution Beacon

Release 12
G Ot Primer Book TODAY!

Get the Most

OraCIG? Up to Date Information

About Release 12

Get th = Available October 2007

Books!

Oracle E-Business Suite Applications
Release 11.5.10+

The Release 12 Primer— :
Shining a Light'onithe

i Release 12 World
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