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Objectives

W EainramiligrtyAvithreWAereceCessSIOatEle
Diagnoestics and run'the available tests

¥ Use diagnostic reports to proactively avoidis
problems e

T

¥ Use diagnostic reports to analyze and correct —

ISSUES _.

® Use diagnostic reports to validate setups and bes;c__
practices —

& Upload reports to Oracle Support
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Agenda

¥ SeiuprandrAdminisination

Navigation Paths

Diagnostic Test Groups

Security for Diagnostic Tests

Test Administration

Test Logs, Searching and Batch Processing

€ Running Tests
Test Sets/Example
Basic Tests
Advanced Tests/Example

® Scheduling and Purging
& Examples for DBAs, Developers and Superusers
& References

« CERTIFIED
ORACLE [, oruer
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Navigation Paths to Diagnostics

¥ OracierApplicationsHVianage(@ANV E>ADIEgRESIiE
# Oracle Diagnostics Tlool Responsibility p
& CRM HTML Administration Responsibility; % Seife

~ Diagnostics &=
& hitp://<domain_name>/OA_HTML/jtflegin.jsp

=
_-

- Ny _-—
—
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Diagnostic Test Groups

¥ End User Applications (e:g.Generaliedge
Setup — Tiests to Validate Application Setups
Activity (e.g. Period Closing Tests)
% Invalid account segments preventing poesting
# Period statuses s -
% Invalid preferences (e.g. email delivery preference withine emalil addré:

Data Collection — Application and System Data
4 \/alidate conversions and upgrades
# |dentify integrity issues

& Other Groups (e.g. Application Object Library)

Workflow Tests/Mailer Tests

Security

Database Tests

XML Gateway Tests

& Customization/Extension Tests — Develop custom tests for all issues

« CERTIFIED
ORACLE [, oruer
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Di agn ostics Catal Og SOLUTIONBEACON e

Real Solutions for the Real World®

& Sce VetalinkiNote N 7aBBANMONEWRIE e ie
catalog/ and for links to ether diagnesticieocUIMERS

- Hookmarks  Admin Frofile  Feedback  Sign Out Help
ORACLE
METALINK

Headlines | MG Seniice Request | Configuration Support Manager ;  Patches & Updates ;| Faorums Cedify

kKnowledge Browser Advanced Search Bug Search Secure Enterprize Search
[ Quick Find | Knowledge Base b || | Secure Enterprise Search  Advanced Sawed Searches
@ TIP: Click help for a detailed explanation of this page. Bookmark Goto End E
ST , . ==
Subject. Applications Support Diagnostic Tools
Doc D Note:179661.1 Typse: DIAGNOSTIC TOOLS
Last Revision Date: 04-APR-2007 Status: PUBLISHED

eBusiness Suite Support - Diagnostic Tools

Support Diagnostics Reference Documentation Menu

—r|
=
i

Diagnostic Overview  Diagnostic Catalog Installation Guide Test Sets Training

You Are Here!

« CERTIFIED
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Diagnostic Catalog — Page 1 SOLUTIONBEACON e

Real Solutions for the Real World®

Release 11.5 Diagnostics

Applications Core Technology Distribution/Supply Chain Financials
o Alert o Configurator s ASSElS
« Application Objectlibrary o [nventory « Cash Management
o Applications DEA « Warehouse Management o Collections
o AL Gateway o OM Suite (Order Management) « General Ledger
« Procurement (Furchasing) « Global Accounting Engine
« Release Management o nternal Controls Manager
o Shipping o Payables
« Advanced Pricing » Recelvables =
-"'=.-...
Human Resource Management Systems  Manufacturing Projects Suite 2
» Advanced Benefits o Advanced Supply Chain Planning « Project Foundation
o [imeand Labor « Bill Of Materials » Project Billing
» Human Fesources « CostManagement « Project Costing
o |Recruitment o B-Commerce Gateway e Project intelligence
o Enterprise Asset Management o Project Management
« Process Manufacturing
« Workin Process

« CERTIFIED
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© 2007 Solution Beacon, LLC. All Rights Reserved.




Diagnostic Catalog — Drill Down SOITL‘IEEDNBMON.M

Real Solutions for the Real World®

W ClickronttheraiconvoerdetiziedNnsiticiecnsiane
FAQS for a specific repoit b

Oracle Workflow Cartridge

Title Current November 2006 Command Line Last Updated

Release Release Diagnostic

Setup
Worldlow C Mailer

@ 14-Feb-06

Workflow Java Mailer /] 19-Sep-06

Warkflow Cluelss 30-Mow-05

A a ag®
& @ D &

Workflow Business Ewent 15-Jul-05

Data Collection
19-Sep-06

Warkflow Status and Purgeable tems

30-Mow-05

Worlflow Definition
30-Jun-06

Worlflow ltem Details

Warkflow ltem Error 16-5ep-05

Warkflow Directory Senvices 19-5ep-06

Performance 31-Jul-08

A a e a @ a a
& & & & B B B

30-Mow-05

Warkflow Information

(Top]

« CERTIFIED
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Security for Diagnostics

Real Solutions for the Real World®

¥, SecunitysbysResponsibility;

Valid Responsibility required to runrtest fior application
® General Ledger responsibility required for GL liests
& System Administrator responsibility required for AGL Te
& Security by Role
Sensitivity established by developer of test
See sensitivity @ Configuration, > Groups
Assign responsibility to role @ Configuration > Security.

Responsibility's Role Tests In The Application To Which The
Responsibility Belongs

End lUser

« CERTIFIED
ORACLE [, oruer
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Security for Diagnostics — Roles Sm,'aiﬁmmcom

Real Solutions for the Real World®

W AssIigRrResponsibililAeNeIE

dwanced|

Security

Application | HTML Platform

Application Super User Role Responsibility AssignmeD

Description In this page the administrator can manage the assignment of responsibilities to the Application Super User Diagnostic Role. The Application Super User Diagnostic
Role can execute, configure inputs and wiew reports for all groups of its application. It can also execute, configure inputs and view reparts for groups of low
sensitivity of other applications.

Super User for Application | General Ledger

Awailable Responsibilities Selected Responsibilities

General Ledger Restricted (Ops) General Ledger Super User
General Ledger Restricted, Vision University
General Ledger Super User (Process Operations)
General Ledger Super User Germany

General Ledger Super User Netherlands

General Ledger Super User PS Germany
General Ledger Super User, Progress S&L
General Ledger Supenisor

General Ledger User

General Ledger User, Progress S&L

« CERTIFIED
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Common Security Problem

W EmoREYourdomehaverstiiiciEnMenvilEs

perform this function™

¥ Complete the following update toithe Syster'n_'f
Administrator menu to resolve this problem =

Navigate to System Administrator > Application 9* i
Menu s

Search for the FND_NAVIGATE4.0 menu

Add the submenu Diagnostics.: JSP Pages Menu, save4't'-
and make sure the request for adding this submenu

compiles successfully

© 2007 Solution Beacon, LLC. All Rights Reserved.




Test Group Security and Administration Sm:{;iﬁmmcom

Real Solutions for the Real World®

¥ \Vostitestiagroupsise ooyt el N ErolpsiEIoWAVESE
changed for demo purpeses)

7~ N
Hore | Basic | Advanced G LGE I L

Inputs Applications Security

Application | General Ledger

Groups Administration

Y

Remove Sequence Group Name Number of Tests
Setup 2 Create
2> Activity 5 New
Delete - _ Ge
GrOUp = Data Collecten\IAdminiSter 2 roup -
Grou
@np P

- High: Super User and Application Super User Role for General Ledger can execute and setup input values for tests in this aroup
- Medium: Super User and Application Super User Roles can execute and setup input values for tests in this aroup
oy Super User, Application Super User, and End User roles can execute and setup inputvalues for tests in this group

Restore

« CERTIFIED
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Tests Administration SDI:L‘IE'HDN BEACON. 11c

Real Solutions for the Real World®

— I Blowafran) ot iy osdiclic drl oravios slicle
Add/Delete Tests
Add alerts based on error or warning results

ORACLE

Application | General Ledger

Tests Administration

Group Create NeW
Test

Delete Remove Sequence Name Class Name Alert Information

TeSt \D Code Combination aracle.apps.izu.gldiag GLCCIDDiag

F Dwuplicate Rows oracle apps izu gl diag GLDuplicatesDiag

F Journal oracle.apps.izu.gl.diag. GLJournalDiag

F Misclassified Accounts aracle.apps.izu.gl.diag. GLMisclassAccountsDiag

O Petiod Closing otacle.apps.izu.ol diag. GLClosing Add/U pdate

@np Hyperlinked tests are declarative tests and contain sub tests
@TIP & calored Alert Information’ icon indicates that the test has alert information defined. AIertS
TIP Click on the *Alert Information' icon to configure the alert information for the test

« CERTIFIED
ORACLE PARTMNER
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Diagnostics Home Page SOITL‘IEEDNBMONW

Real Solutions for the Real World®

oo
~
-

o tests

¥+ ofitests isiahyperlinkste
& Drop down list of values displays tests

GO Basic | Advanced | Configuration

Application | Application Object Library v

Diagnostics Summary

MU

Description: This is a surnmary of all the registered tests for each application. Tests in the basic mode run with default input walues, and in advanced mode prompt the user for input values.

Application Registered Tests  Application Group Test Date —
HTML Platfarm a Application Object Library EBusinessSecurity Access Contral Check 2007-04-25 25:.02:58.0
Advanced Pricing 3 Application Object Library EBusinessSecurity Application Profile Options values related to 1CX 2007-04-25 23:02:54.0 -—
Advanced Supply Chain Planning 1 Application Object Library EBusiness3ecurity Basic Database Check 2007-04-25 23:03:00.0
Alert 1 Application Object Library EBusinessSecurity Best Practices : Database Security Tests. 2007-04-25 23:02:55.0
Application Object Library 92— Application Object Library EBusinessSecurity Best Practices : E-Business Suite Security Tests 2007-04-25 23:02:55.0
Applications DBA 12 Application Object Library EBusinessSecurity Fassword Check - Profile Settings 2007-04-25 25:.02:59.0
Asgsgets =3 Application Object Library EBusinessSecurity Profile Option Tests far Framework “alidation Modes | 2007-04-25 23:02:56.0
Bills of Material 10 Application Object Library EBusinessSecurity Role Based Check 2007-04-25 23:02:55.0
EA rdatic il e || 100 [hig | = 1o o i N oyt B =Ts af= L0 1A HEER NN

« CERTIFIED
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Home - LogViewer SOITL‘IEEDNBMON,M

Real Solutions for the Real World®

USe EoelV/igWerie seizifen) zigicl vighw araviatis]y
eXecuiea reports 3

[LLO Hasic | Advanced | Configuration

Sumrmary LogViewer ch Batch Pro Test S

Application | Application Object Library

Diagnostics LogViewer

Description: This is a summary of the history of log records generated during diagnostics. The data can be filtered by different options.

LogViewer Filter Criteria

* From [2007-06-02 | = o [2007-05-03 | =
Group Mame |AII Groups V|

Application Name |App|icati0n Object Library V|
Status < Test Class Name | All Tests v
[ Current Session Test Runs Only SearCh

Search Log Records ] [ Reset ] Successes’
* From date should be prior to the To date fa”ures
warnings

Hyperlink
to report

Summary of Logs

Select Application Name Group Name Test Class Name Total Runs Success Warnings Failures

0 0
0 0

| Application Ohject Library EBusinessSecurity Remate Authentication - Validation 1
| Application Ohject Library EBusinessSecurity TO ENSURE THAT GUEST USER HAS USERID=6 1

OrACLE SIS
© 2007 Solution Beacon, LLC. All Rights Reserved.




Home - Search SOLUTIONBEACON e

Real Solutions for the Real World®

Y Searnchfioftest namesieske e

or for all applications

Search

Application | Spplication Object Library

Description: Finds diagnostic tests based on the test names or predefined keywords
Predefined keywords are shipped by product teams for their tests.
Far search results, you can select the testi(s) to run

Application Application Object Library
Search [4PPROVE |

all applications (Note - May take longer to search)
O test names
® predefined keywords

)

Matching Tests In All Application
[ Application Name Group Name Test Name Metalink Note Description Usage

Use this testto check the list management setup of a particular list is complete and
[ marketing Setup ListManagement  371096.1 This testverifies list management setup. correct. This test should e executed also in case of a list management issue which

can he caused by wrong or missing setup. Parameters: List Header Id is required
. . This diagnostic testwill collect and verify the general A . .
Public Sector Financials N . This diagnostic test should be used during initial irmplernentation of Exchange
" I . .
) Intetnational Check Setup  Exchange Protocol 2487111 setup for Exchange Protocol as outlined in the Public Protocol and when setup information is required
Sector Financials (International) Users Guide.
O SelfService Web Activity Ee rLél\?;tl‘\D-’\Torld]ow 2245831 This diagnostic testwill check the approval workflow  This test can be used proactively and reactively to check the approval workflow status
; 0o L = . A S -
Applications Status status of a requisition created in iProcurement. of a requisition that ariginates from iProcurement,

[t ] +——

« CERTIFIED
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Home - Batch Processing SOITL‘IEEDNBMON,M

Real Solutions for the Real World®

YRUnmulipletesisHhnoue

‘ Configuration

Summary 0 et ! -h Batch Process Te

Application HTML Platform v

Batch Processing

Description: Please enter the parameters for selected tests.

Assets -'_
Activity-Period Closing ]
Responsibility ID |50555 L,,j? g
Asset Book [ADB STATE r4
Period Marme |Nov—95 L,;f
Check Multiple Active Book Records |‘r‘es |,,’{
General Ledger
Activity-Period Closing
Responsibility 1D |20434 |"§?
Period Name |N0v—95| |:,,j?

« CERTIFIED
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Home = Test Sets SDI:L‘I%{JN BEACON. 11c

Real Solutions for the Real World®

Y EXecuterexistingtest'seisipenodically
& Search for tests
Navigate to Home - Test Sets

Application HTKL Platform

Test Sets

Description Diagnostic Test Sets are XML files containing the definition of multiple Diagnostic tests. Test Sets can be downloaded from Metalink, shipped by Product Teams,
or generated from "Batch Process" page.

Upload and Run Test Set

Test Set “ Browse... ] [ Upload and Run

Generate Test Set

Search Predefined Test Sets

Predefined Test Sets can be shipped by a variety of Product Teams.
Note: leaving the search text box empty will return all Test Sets.

Set Name, Description or Usage Contains|

« CERTIFIED
ORACLE PARTMNER
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Seeded Test Sets SOLUTIONBEACON e

Real Solutions for the Real World®

W ClicktherlZemwiconrorseedyviNecede

¥ Click the' Runiicon to run theitest set |
& Click the Referencellink for the MetaLink-notes

Predefined Test Sets: Search Result

View Run Set Name Description Reference Usage Version | -

Cracle Payables 10949 - Provide the output fram this test set to Oracle Suppaort to troubleshoot 1059 Processing —
Il £l Processing Test Set Sellyehd issues within CQracle Payahles. 11es :H'-"._._

) Qracle Payvahles Accounting FProvide the output from this test setto Oracle Suppaort to trauhleshoat Accaunting 111

- (B _ACETHE 111 Test Set 390790.1 iszues within Qracle Payables. 1158 =

Dy B IZU AP BANKSETUP Oracle Pavables Bank Setup 390797 1 Ernvide the ll:uutputfrnm this test setto Oracle Support to troubleshoot Bank Setup 1156
Test Set = issueswithin Cracle Pavahles.

) Qracle Payvahles Glohal FProvide the output from this test set to Qracle Support to trauhleshaoot Glaohal

w |- | ELBRCETHS Accounting Test Set 2907911 Accounting issues within Oracle Payahles. 158 =

D B ZU AP INTRNTERP Oracle Pavables Internet 3907931 Ernvide the ll:uutputfrnm this test setto Oracle Suppont to troubleshoot Internet Expense 1156
Expense Test Set = issueswithin Cracle Pavahles.

) Oracle Receivables Receipt Provide the output from this test setto Oracle Suppaort to trauhleshoot Receipt

o [ L (AR IRECE TS Workbench Test Set 3907841 Wiorkbench issues within Qracle Receivables. 158
Dracle Receivables . . .

= ) FProvide the output from this test set to Cracle Support to troubleshoot Transaction

& B 7U_AR_ TRMSWKE ;Ensactmn Workbench Test 3907971 Workhench issues within Oracle Receivablas. 115.6

B 1ZU_WMS Qracle Warehouse 390798 1 Provide the autput frarm this test set to Oracle Support to troubleshoot Warehouse 1157

mManagement System Test Set

Management System issues within Oracle Receivables.

« CERTIFIED
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Generate Test Sets Smjaiffmmom

Real Solutions for the Real World®

W GENnEraieMEWNESHSEISHOIRCYEIE |

¥ Example — create a test set of period close reponts for ~1H
Ilcensed appllcatlons at your site

Surnmary Logiewer Search Batch Proc Test Sets

Application HTWL Platform

Test Sets

Description Diagnostic Test Sets are XML files containing the definition of rultiple Diagnostic tests. Test Sets can be downloaded frorm Metalink, shipped by Product Tearmns,
or generated from "Batch Process" page.

Upload and Run Test Set

Test Set| H Brawse... ] [ Upload and Run

Generate Test Set

Search Predefined Test Sets

Predefined Test Sets can be shipped by a variety of Product Teams.
Mate: leaving the search text box ety will return alf Test Sets,

Set Name, Description or Usage Contains H Search ]

« CERTIFIED
ORACLE PARTMNER
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Generate Test Sets Sm,'{;iﬁowmcom

Real Solutions for the Real World®

Y. CheckitherapplicationsHotnEtestss CUIED
in the test set '

Summary Log'iewer Search Batch Process Test Sets

Application HThL Flatform

Batch Processing

Description:  Select the applications in which you want to execute the tests.

Application Name

Cash Managerent

Collections

F HTML Platform

¥ Advanced Pricing

O Alert Selected applications include:
| Apnlication Object Library sAssets

O Applications DBA *General Ledger

Agsets < -Payables

Fl CRM Foundation

L

L

L

Contracts Core

« CERTIFIED
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Generate Test Sets Sm,'{;iﬁowmcom

Real Solutions for the Real World®

et Batch Process Test Sets

Anplication HTRL Platform

Batch Processing

Assets

Description:  Select the tests you want to execute. :*:--
—
Setup
[] General -
Activity -
] Account Generatar
] Mass Addition
Pefind CloSing «—
Data Collection

[] R¥i Report

[Gortiue | +———

« CERTIFIED
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Generate Test Sets Smjaiffmmom

Real Solutions for the Real World®

Y EoreachnestseleciedMoreVidesie:
parameters (.g Responsibility)

Batch Process Ti

Application HTML Platform

Batch Processing

Description:  Please enter the parameters for selected tests.

Assets
Activity-Period Closing

Responsiiity D 50885 | G
AssetBook
Period Mame l:l.,z?
Check Multiple Active Book Records 3? h

General Ledger
Activity-Period Closing

Responsibility 1020434 e h
PeiedName| L

Payables

Activity-Period Closing

Responsibility 1D 20632 .,5? '
Puicarams ||

Run Tests ] [ Save Test Set ]

ORACLE' [{iTien
© 2007 Solution Beacon, LLC. All Rights Reserved.




Generate Test Sets

W .SavertherestseirioNENSEd agall
Process using the Save /est Serbution

The test set Is saved in a local directory
Choose a meaningful name for the test set

anwnInad complete

Download Complete

Saved:

. _Feb 2007-22-52-35-873.xml From vis11510intZ . solutionbeacon. net

Downloaded:
Diownload to:
Transfer rake: 2.3

« CERTIFIED
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Generate Test Sets Smjaif'fmmom
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YEnERthENEemaiRinENURLiEE
execute the test using the /Aui 7ests DUion s

O<clfelfflerars. (r1ar]

Description: Please enter the parameters for selected tests.

Assets
Activity-Period Closing

Respaonsibility 1D |50555 k{
Asset Book |VISION LEASE TX |,,§?
Period Mame |Aug-02 Ls?

Check Multiple Active Book Records |‘r‘es

General Ledger
Activity-Period Closing

Respansibility 1D |20434 Lf
Period Name |Feb-07

Payables
Activity-Period Closing

Respansibility 1D |20539 Lf
Period Name |Feb-07

l Run Tests M Save Test Set ]

« CERTIFIED
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Generate Test Sets SOITL‘IEEDNBMON,M

Real Solutions for the Real World®

¥ Generaliiedaer

Error — Journals must be posted to close the period
Warning — Recurring batches have not been L;;sed

ERROR - There are Journals which have yet to be posted
ACTION - Please use Journal Post program to post the following journals before attempting to close this period

Batch Name Batch Id Batch Period Batch Status Approval Status Code Journal Header Name Journal Header Period Journal Header Status
test approval 1 117684 Apr06 Unposted Approved test approval 1 Apr-06 Unposted

test approval 2 118684 Apr06 Unposted Approved test approval 2 Apr-06 Unposted

AR 41500 Receivables 2632570: A 41500117100  Dec-03 Unposted TAA Trade Receipts USD  Dec-03 Unposted

AR 41500 Receivables 2632970: A 41500117100  Dec-03 Unposted TS, Sales Invoices USD Dec-03 Unposted

AR 41500 Receivables 2632570: A 41500117100  Dec-03 Unposted TAA Credit Memos USD Dec-03 Unposted

Maonthly 07-AUG-2002 16:24:33 47976 Dec-02 Irvalid or no JE lines M/AA Monthly Dec-02 Z

B rowes retrieved

e There are no journals to be reversed in the next period Mar-07"

WARNING - Some Recurring batches have not yet been processed for this month
ACTION - Please review the following recurring batches and process if appropriate

Recurring Batch Name Last Executed Period Name
Recurring Expenses Journal  Dec-98
Eliminate Intercornpany Profit Feb-98
Departmental Expense Journal Dec-02
Recurring Rent Re-Allocation  Feb-02
Monthly Consulting Revenue  Sep-00
Rewvenue - Vision Master (11)  May-02
Utility Expense Allocation Jan-99
“ariable Costs - Vision Master Feb-02
Stat Entries for Allocation Dec-02
DEI COGS Adjustment Dec-03

10 rowes retrieved

« CERTIFIED
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Generate Test Sets Sm,'{;iﬁowmcom
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YR ayanles

Unaccounted transactions must be accounted

Note the hyperlink to See SQL — this can further; é SISH)
the support team in resolving problems =

—

ERROR - There are 45 unaccounted rows in AP_INYOICE_DISTRIBUTIOMZS_ALL (Org 1d = 2047, All these invoice distribution lines must be accounted and transferred to GL before period
Feb-07" can be closed.

ACTION - Run the ‘Accounting Process' to create accounting entries.

Mext, run Transfer to GL'to transfer these accounting entries to GL.

Unaccounted Payments [Toy

+ There are no unaccounted payments
s« See SUL

Unaccounted Payment History [1op

AP_PAYMENT HISTORY ALL -

Organization Payment History Accounting Posted Check Check Check Supplier Check Supplier Check Check

|1 |1 Date Flag Transaction Type 1D Number |1 Name Amount Date

204 19997 26-FEB-2007 M PAYMENT 21471 1 21 Advanced Metwark 11685.25 21-FEB-
CLEARING Devices 2003

1 rose retrieved

e See SCL

« CERTIFIED
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» ¥ Basicriesisidernoiiallevaparameiersiatiiimii
Some tests require default parameters

& Run All Groups to run all basic tests at'one time
& Basic tests do not exist for all applications

Application | HTML Platform

All Groups Tests
R Al sows D

Environment-Setup

DBConnections

DiagnosticSecurity

« CERTIFIED
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Basic Test Seeded Input Values Smjaiffmmom

Real Solutions for the Real World®

P lUpdaterdefaulitinpuinvaliess
& Configuration > Inputs

Select Test
Update values

Application |App|icati0n Ohbject Library

Edit Input Values

B Logging Tests Test Name Logging & Alerting Diagnostic Test
Logaing & Alerting -
Diagnostic Test Remove Username  ApplicationlD  ResponsibilitylD
Database Tests [1 |SYsADMIN | |630 | 21841 4
Workflow Tests | | || |'¥
Update Restare
TechStack_Tests

« CERTIFIED
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Basic Test Example

o

wiNavigateno
Basic Tab

& Choose the
Application

& Run Without
Prerequisites

Runs all basic
tests in the group

« CERTIFIED
ORACLE PARTMNER

Application |App|icati0n Object Library

EBusinessSecurity Tests

Prerequisites

Num

13

Test Name

PLS Custom Authentication Check

Anplication Profile Options values related to [CX
Best Practices : Database Security Tests.
Tests

Best Practices : E-Business Suite Securi

Profile Option Tests for Framework Yalidation Modes

TO EMSURE THAT GUEST USER HAS LISERID=6

Alert Patches

Werification of Securi

Access Control Check

Password Check - Profile Settings

Eemote Authentication - Yalidation

Role Based Check

Basic Database Check

User Account Based Check

Tested Component

Security

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Declarative Diagnostic Test

Run With Prerequisite | Run Without Prerequisite |

© 2007 Solution Beacon, LLC. All Rights Reserved.
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Test Description

This testvalidates that the
mmod_plsgl custom
authentication setting is setto
'CUSTOM' by validating certain
URLs are FORBIDDEN

Thiz is a declaratively
constructed diagnostic test for
DB setups

Thiz is a declaratively
constructed diagnostic test for
DB setups

Thiz is a declaratively
constructed diagnostic test for
DB setups

Thiz is a declaratively
constructed diagnostic test for
DB setups

Thiz is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test for
DB setups

This is a declaratively
constructed diagnostic test for
DB setups




Basic Test Results s,o;,'[‘;iﬁmmmm

Real Solutions for the Real World®

‘R.eg:uﬂ: - Results

FErrars occurred in test!

CIiCk On EBusinessSecurity

iCO n for. Test Name Run# Status Tin;zc{}mil Values Report
k FLS Custom Authentication Check 1 FalL 17849 I
teSt F Application Profile Options values related to 1C3 1 FAIL 1284 &
res u ItS k Best Practices : Database Security Tests. 1 FAIL 344 &
F Best Practices | E-Business Suite Security Tests 1 FAIL 4232
p Frofile Option TestsmgdrggramewnrkValidatinn 1 FAIL 168 iz :
Ty
TO EMSURE 'lI:JI—éﬂIxETRlGDU:%BT LISER HAS 1 SUCCEED 15 g E:
F Werification of Security Alert Patches 1 FAIL 224 &
k Access Control Check 1 FalL 4661 i)
k Passward Check - Profile Settings 1 FAIL 107 &
Remaote Authentication - Validation 1 SUCCEED 36 [
k Role Based Check 1 FAIL 132 iz

k Basic Datahase Check 1 FAIL a8 &

k User Account Based Check 1 FAIL 182 &

EBusinessSecurity Tests Have Some Errars

« CERTIFIED
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Basic Test Results Sm,'{;iﬁowmcom

Real Solutions for the Real World®

Y EXceriitem Best Practices
Security Tests

STEP HAME:

22 TIGHTERM LOGOR ARD SESSION PROFILE OPTIOR - SIGRCKN_PASSWORD_MO_RELSE.

STEP DESCRIPTION:
The profile aption SIGMNON_PASSWORD_MNO_REUSE specifies the number of days that a user must wait before being allovwwed to reuse a
password. Set Signon Pazzsword Mo Reuse to less than or eqgual to 150.

SGL QUERY EXECUTED:

zelect count(*) from fnd_profile_options &, fnd_profile_option_values b where a PROFILE_OPTION_ID = b PROFILE_OPTION_ID and upper
(2. PROFILE_OPTION_MAME 3 = "SIGKON_PASSWORD _NO_REUSE' and b PROFILE_COPTION _WALLE is not MULL and pad

(b PROFILE_OPTION_wALUE §,'0" == "000001 50°

RETURHED VALUE:
0

EXPECTED RESULT:
Returned value must equal 1

ERROR MESSAGE:
Signon Pazswaord Mo Reuse not et to less than or equal to 180 days st site level.

FIX IHFO:
U=ze forms intetface and log on as System Administrator and =t the value of SIGHNON_PASSWORD _MNO_REUSE to less than or equal to 150
days.

STATUS: Failed

« CERTIFIED
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Advanced Tests

WwiNavigalenevAGVanEEG iels
& Choose application from drop down
¥ Expand the group by clicking on the + next tc e

group name

&¥ Select a test

All tests provide a brief description about the purpose _61”‘ ~
the test and details about required and optional —
parameters. —

& Enter any parameters
& Click Run Testbutton
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Advanced Tests — Example SOITL‘IEEDNBMON,M

Real Solutions for the Real World®

Y Generalliedgem=ASeitpAGEREre!

VL= Configuration

Application | General Ledger V|
Setup - General Setup
g Setup Description: This diagnostic test will collect and werify the general setup of General Ledger
; : as outlned i the "Setup' chapter of the General Ledger User's Guide.
Financial Statement S ; T :
G This diagnostic test should be used dunng mitial implementation of General
General Setup Ledger and when setup information is required.
Parameters
B Activity Eesponsibility ID 15 required.

Perform financial analyzer checks parameter is expecting a 'Yes' or Mo walue.
Ifnot entered, the default will be set to o'

LT

TEI Data Collection

To resolve any issues with the execution of this test, please refer to the

Diagnestics FAQ,
Click +
to Respansibility 1D |2E|434 igf
expand Ferform Financial Analyzer Checksl |,§?
Gt [

®Results will be returned to this page

« CERTIFIED
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Advanced Tests — Example

Real Solutions for the Real World®

¥ ClickionrthereperiicontienicWrtieNCro .
Reports can be printed, saved or tuploadeditersuppoli

i

j
ok
i

Results
F Test failed
Test Name Run# Status Time {mil sec) Values

F General Setup 1 FAIL 12018

« CERTIFIED
ORACLE [, oruer

© 2007 Solution Beacon, LLC. All Rights Reserved.




Advanced Tests — Example s—"i'omowmmm

Real Solutions for the Real World®

¥ LepkifirstratierenrsancdWariiiness

General Report |Print | | Save | [ Upload Ta Support |

Current Execution
Date:2007-02-28 23:56:02.0 Time Consumed: 2392 milliseconds  Status: Failed
Version Info:
oracle.apps.izubase.diag.DBRIlity 115,14
oracle.apps.izubase.diag.DiagBase 115.18
oracle.apps.izubase.diag.SessionHelper 115.6
oracle.apps.izubase.diag. Text Kility 115.14
oracle.apps.izu.base.diag.YesHoLov 115.2
oracle.apps.izufnd.diag. FHDURility 115.25
oracle.apps.izu.general.diag.DiagnosticPackinfo 115.3
oracle.apps.izugl.diag.GLIRIlRY 115.15
oracle.apps.izuper.diag.PERility 115.12
Inputs:
Responsibility ID= 20434
Perform Financial Analyzer Checks=Yes
i 7 H

ror:
1 error and T warnings were found.

LH
Please review the test summary for more information,
Summary:

Froduct Installation Status and Patchset Level Parameters

Oracle Diagnostics Information

key Profile Options Set nfElonks:"?‘! Chart of Accounts = Operations Accounting Flex id = 100} %
Accounting Calendar Functional Currency Budgetary Control Details
Budgets QOracle Financial Anakzer Setup Global Intercormpany Syster (G135 Deta S.'"?‘!

FSG Profile Optiohs

Miscellaneous General Ledoer Detailsf’?’! General Ledoer Profile Options

References

DI Profile Options/ ¥

« CERTIFIED
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Advanced Tests — Example SOITL‘IEEDNBMON,M

Real Solutions for the Real World®

Y UserhyperlinksterdrillldenwRMierSECte)
Error/Action provided
Metalink notes to support action referenced

RDR -\here are overlapping child ranges andfor children with multiple parents
ACTION Aeview the following table to identify the averlapping child ranges. Foar further information refer to nu:nt
Overlapping child ranges

Value Set Name Rollup Group Parent Immediate ParentLow High Immediate ParentLow High ;!l--.

Frogress_Object 40000 412210 41211 41299 41200 412220 412299 =3
Progress_Object 412200 41210 41211 41299 41200 4122041298 &
Frogress UK_Account DO0C2 44199 41000 42400 419595 42000 42002
Frogress_Uk_Account DOOC 44400 444227 444200 444220 44421 444202
Frogress_Uk_Account D0200 44199 41000 42400 419595 42000 42002 =
Frogress_Uk_Account 00200 44400 44421 444202 44420 444201 44422

B rows retrieved
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Advanced Tests — Example SOITL‘IEEDNBMON,M

Real Solutions for the Real World®

Jpa

faoort

ctlor) [Of 2<lC

- N5e) erlaclc Raiararicas e

References [Top]

Mote 1314711 Self zervice Tool Kit for General Ledger _
Mote 116495.1 FSG FRT Financial Statement Generatar Printing |
Mote 10bb35. 1 General Ledger Budgets FAL
Mote 10bbES. 1 General Ledger Document segquencing FALC

Mote 149019 1 How can | define my first MREC Pernod? E
Mote 105256, 1 FSG Financial statement Generator FAL

Mote 1354331 General Ledger Open/Cloze Pernod FAL
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Scheduling Diagnostic Reports

¥ Applyipatchis495067:(VetalbinkaioiessCs060k)

& Submit Concurrent Request: Run Diagriostic' Tesits
& No test parameters allowed at run time
Enter default parameters at Configuration - Inputs

O Bubmit Reguest

— Run this Request...

Mame Run Diagnostic Tests

O Parameters

Application Mame |General Ledger
Group Mame ’S.tatup— %

Test Program Mame |oracle.apps.izu.gl.diag.GLCheckSetup

« CERTIFIED
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Purging Diagnostic Data

_Coplatigreit faelllesit Dalgie Dizleosiic

Deletes log and test data
Schedule to purge at least every 30 days

Parameters
#® Days Expire — age of log files to be deleted
& Apps Shortname — application to delete logs

& Concurrent request Delete Diagnostic Statistics:
Deletes statistical data
Keep 30 days minimum

© 2007 Solution Beacon, LLC. All Rights Reserved.




Examples for DBAs

¥, BecomeramiliamwithraliepersinyA@lNancbAn): leziflons
DBA
& Run key security reports monthly

Best Practices: Database Security Tests
® Reports passwords still set to installation default values

Best Practices: E-Business Security Tests
& Compares settings to Oracle Best Practices white paper:

Verification of Security Alert Patches
® Reports security patches that should be applied

& Setup — Concurrent Manager
Validates tables, objects, profile options and more

&® Use workflow tests to troubleshoot mailer and other issues

« CERTIFIED
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Examples for Developers

/ Use datarcollectioniepornisitonalidaterdata
conversions

& \Workflow 1-"

Workflow: Definition — Reports data abouta specrfl
workflow— processes, attributes, notifications, eic: "‘*

-
— e P

& Interfaces

Purchasing Documents Open Interface — VErifies data m_; =
open interface table

Requisition Import — verifies data for requisitions

Open Interface Invoice — verifies data in payables open
interface
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Examples for Superusers

__Usaggrlael elase radorts o) cipiticioziite clctivitas izt
could delay clesing |
& Setup — Flexfield (Descriptive) and (KEY)

\alidates setups/consistencies for specific' DEE "I‘EF

& \Vorkflow

Use account generator and approval tests, for
troubleshooting

Use Workflow Status and Purgeable items to keep
workflow clean

&® Payables Trial Balance — Troubleshoot out of
balance issues with the payables trial balance
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References

~ relabyz e elovygilozic Stigdart clizlejridsilc igols

The latest version of currently availablersuppornt dlagnostlc JoJJ
be downloaded from the: Vietal'ink Dec IDF 167000 3

& How to install support diagnostic tooels

Installation instructions are available in the Vetalink [DeE ID —
167000.1 and in step-by-step demos and on-line training ava|La
In the Metalink Doc |ID: 232116.1 '

&® How to execute support diagnostic tools

Execution instructions can are available in the MetalLink Dogc 1D 16700053

and in step-by-step demos and on-line training available in the Vetallink: =
Doc ID: 232116.1

& Oracle Applications Supportability Guide
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Questions and Answers

Real Solutions for the Real World®

Thank youl

Susan Behn
sbehn@solutionbeacon.com

www.solutionbeacon.com

Real Solutions for the Real World.®

DDTUG™:

KALEIDOSCOPE

June 18-21 + Daytona Beach, Florida
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