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Introduction

Real Solutions for the Real World®

®The fIIowing will'be covered

References and Definition

Purpose of a Proxy Server

Reverse Proxy Options

The Selected Reverse Proxy Option
Metalink Note Author’s Choice
mod_rewrite/url firewall purpose
Building the Reverse Proxy Server
Configuring the URL Firewall
Creating the External Webtier
Adjusting Configuration Files
Environment Diagram

Updating the External Webtier Context File
Updating All Webtier Context File
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References and Definition

OPresentatlon Reference

Metalink Note:267176.1 (DMZ Configuration Wlth er cle
E-Business Suite 11i) e

Is the note still relevant?

Several implementations

® Reverse Proxy Server Definition

A reverse proxy server is an intermediate server that sits:
between a client and the actual web server and makes
requests to the web server on behalf of the client. The
client is unaware of the presence of the reverse proxy
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Purpose of a Proxy Server

4 Why USE al Proxy SENVer?

Adds a level of 1solation between the client and HE
actual senver ..~;. .

Allows using standard web port numbers (80 and4 /'”)

on the external interface while running the actualWEIIRSs
server on higher numbered ports thus avoiding havinge ;__
to start the actual web application server processes as:
root. —

Allows certain rules (or filters) to limit the http requests
that are presented to the actual web server

Optionally allows for caching of contents
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4 Reverse Proxy Options

@ Which reverse Proxy oplion?

Use Oracle 9i Application Server 1.0.2.2 as shlp erl
with: Oracle Oracle E-Business Suite £

T

Use Oracle Application Server \Webecache e

= -.'._ -

(S——

Use apache httpd from http://httpd.apache.org

Use any of a number of commercially available reverse: =
proxies, which often provide some level of added
security as well.

L
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The Selected Reverse Proxy Option

¢ Cption 3 — Apache httpd

After looking| at the pros/cons presentediin nete A
287176.1 option' 3 was, chosen due toets advant JES
and lack of a serious disadvantage S
& pros
Reputable provider of open source software
Available on many platforms >
Can be configured and built to only include the required modules
Widely used Web server :

Can directly use the URL Firewall as mod_rewrite module can be
configured with this server

Certified with Oracle E-Business Suite in DMZ configuration
Well Known, Well documented
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Metalink Note Author’s Choice

& The author of the metalink note chose ojojilein)

also because...

can be built in a minimum configuration =

supports HTTP/1.1 for better performance —

-

i

Is well known, and the configuration steps describedf—_:
the apache based reverse proxy will be useful’when™ ==
configuring any other reverse proxy -
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mod_rewrite/url firewall purpose

¥ mod_rewrite and url firewall’were mentioned aiewislides
prior
mod_rewrite is used for rewriting a URL at the senver Ievelff_i
the user output for that final page. So, for example, a USEFmeyiask

for http://www.somesite.com/widgets/blue/, but willreally be gl e
http://www.somesite.com/widgets.php?colour=blue by the servers

A URL Firewall ensures only URLs required for the externally: _-'-'__
exposed functionality can be accessed from the internet =

Optimally a URL Firewall would be deployed on the reverse proxy.
server

=K
-
-
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Building the Reverse Proxy Server

Real Solutions for the Real World®

Downloadiapache (2.0:59) hom - iio/ e a e CiiENsIs))
un tar the downloaded TAR balls: tar xzli' <gz fllen ée

Check the tar ball: md5sum —c httpd-2.0.59.tar.gzn g_o
Configure Apache ==

Put the command mentioned below in a file named runec:sh '___ =

| modified the configure command example in the note'so ther __' =
parms were on 1 continuous line s

.Jconfigure -prefix /dmz \ <see note for 19 required parms>

The configure command will produce several pages of output to
the screen

= -.'.__'
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Building the Reverse Proxy Server

< adjust the seurce of mod_prexy.c te ensure that
mod_proxy does not proxy a request toithe externa We
tier before the URL firewall based on mod rewrlte *“
chance to reject it ;

ap_hook_translate_name(proxy_trans, aszSuUcc, N FI

APR_HOOK_FIRST): ﬁ

& aszSucc is a NULL-terminated array of strings that
name modules whose hooks should succeed this,

one
cd $HOME/src/httpd-2.0.59 and execute: make
the results of ./httpd -I will differ from the metalink note
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Building the Reverse Proxy Server

¢ fhis IS the list received for'version 2.0.59

core.c mod_access.c mod_auth.c mod_legL cConfigie
mod_headers.c mod_setenvif.c mod_proxy.ci ==
Proxy_connect.c proxy._ftp.c proxy_http.c modiss _

prefork.c http_core.c mod_mime.c mod_dir.e
mod_rewrite.c mod_so.c e

These 2 additonal modules are delivered with 2.0.55_9:_";_‘—'
proxy_connect.c proxy_ftp.c and are not shown in the="
list in appendix D of the metalink document
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Building the Reverse Proxy Server

& install apache to//dmz
$ umask 022
$ make install =
install mod_security, note that mod_security.c doesi =

mod_security2.c e

exist. So, used mod_security2.c: /dmz/bin/apxs =cia s

since this is being done as non root, unix sysadmin
must do port translation in the firewall and' you must
use a port other than 80 (modify httpd.conf and
apachectl)
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Building the Reverse Proxy Server

¥ Sysadminiport transiationfsetup example
User Access Verification
Password: =
Type help or '?* for a list of available commands:* =

pixfirewall> enable

Password kkkkkkkkkk

pixfirewall# config t

pixfirewall(config)# clear xlate interface outside
global 123.45.67.89 netmask 255.255.255.255
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Building the Reverse Proxy Server

V. Sysadmin port transiation setup examples::

pixfirewall(config)# static (inside,outside) <98

tcp 123.45.67.89 80 192.168.100.1 44380 netmas
255.255.255.25500 =
pixfirewall(config)# access-list outside_access. in ine6; :
permit tcp any host 123.45.67.89 eq 80 =
pixfirewall(config)# access-group outside_acecess, N
interface outside :
pixfirewall(config)# exit

pixfirewall# exit

Logoff

Connection closed by foreign host.
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Building the Reverse Proxy Server

& start the server using apachectl (w/orssl)
/dmz/bin/apachectl start

& Verify it is running on port 4480
netstat -Intp | sort -t: +1n =

Active Internet connections (only servers) -2

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Pregram namQ;%—:;'-_
tcp 0] O :-::4480 -2 LISTEN 22797/httpd —

& Login via: http://<hostname:port>/index.html.en
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Building the Reverse Proxy Server

V. étop apache: /dmz/bin/apachect! siep

setup a self signed ceritificate: for testing pUrPeSEsE=
these may have changed with the new Versioniss

& % cd /dmz/conf
¢ $ umask 022
¢ 3 mkdir ssl.key
¢ 3 mkdir ssl.crt
¢ 3 mkdir ssl.crl
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Real Solutions for the Real World®

setup a seli signed' certificate Tor testing pUljeeSESHe

& § openssl reqg -new -x509 -days 30/ -keyout ssl-key/SEVERKENE
out ssl.crt/server.crt -subj /CN=Test-Only Certificates

Generating a 1024 bit RSA private key

++++++

++++++

writing new private key to 'ssl.key/server.key’
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

$ chmod 600 ssl.key/server.key # private key
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Building the Reverse Proxy Server

¢ start apache withrsslt™/dmz/bin/apachecti st
& Verify it is running on| port 4438

verity: netstat -Intp | sort -t: +1n '
Active Internet connections (only servers) = -_'=__
Proto Recv-Q Send-Q Local Address Forelgn Address State PID/Pregran naT‘r_1 =
tcp 0 O :::4483 o LISTEN 1654/httpd -

tcp 0 0 :::4480 T LISTEN 1654/httpd =

& also verify via browser specifying http and https mi‘
your url :
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Building the Reverse Proxy Server SOITL‘IEEDNBMON.M

Real Solutions for the Real World®

Jpa

‘2 Test Page for Apache Installation - Microsoft Internet Explorer E||E|rg|
File Edit V“iew Favorites Tools Help .':f =
@ Back = L= \ﬂ Igl .;_;\J f‘:\J Search \j‘\'\:‘ Favorites {fj (\ - .H;; ‘ﬂ - ﬁ @
: Links @] Yahoo! @ Midmark 551 Connection
If you can see this, it means that the installation of the Apache web server software on this system was successful. You may now add content to this
directory and replace thiz page.
Seeing this instead of the website you expected?
This page 15 here because the site admnistrator has changed the configuration of this web server. Please contact the person responsible for mamtaming [
this server with questions. The Apache Software Foundation, which wrote the web server software this stte administrator is using, has nothing to do with =
maintaining this site and cannot help resolve configuration issues.

The Apache documentation has been meluded with this distribution.
You are free to use the image below ot an Apache-powered web server. Thanks for using Apache!

wered by
AAPAaCHE

@ Done  Internst
SEAELE" CERTIFIED :J start T B SE 7 Some. - BIboxc-.. | o-s5i0db.. | [ 2Hot. | = Ed 100% ’< JaE

PARTNER
© 2007 Solution Beacon, LLC. All Rights Reserved.



Building the Reverse Proxy Server

¥ configure the runtime settings in the contiguieuie)g
files
Configure Apache httpd (on port 4480) _-_';Z:- |
Configure mod_ss| and certificate (on port 4438)

Configure mod_proxy (pass entire URL space'to
external webtier)

Configure mod_security

© 2007 Solution Beacon, LLC. All Rights Reserved.




Configuring the URL Firewall

Real Solutions for the Real World®

cp $IAS'_OCLE_HOME/Apache/Apache/conf urSwaconi/dmz/con
edit /dmz/conf/url_fw.conf:

double check to ensure the STATIC, COMMON and LOCAL blocks are uncommen ed cljc/
not Configure! Initial' Page E

UNCOMMENT POS (since this is for iSupplier):

RewriteRule */OA_HTML/jsp/pos/suppreg/SupplierRegister\.jsp$ - [L]
RewriteRule A/OA_HTML/jsp/pos/registration/RegistrationReply\.jsp$ - [L]
RewriteRule */OA_HTML/AppsChangePassword\.jsp$ - [L]
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Configuring the URL Firewall

R S b s

uncomment HELP:

# Include PLS Help -
RewriteRule ~/OA_HTML/jsp/fnd/fndhelp\.jsp$ - [L]
RewriteRule */pls/[*/]*/fnd_help.search$ - [L]

RewriteRule *pls/[*/]*/fnd_help.Advanced_Search_Page$ - [L]
RewriteRule */pls/[*]*/fndgfm/fnd_help.get/(.*) - [L]
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Creating the External Webtier

Create external’webtier
& Clone internal middle tier to external web-tier box >

& Enable only web portion by adjusting tier tags:in conte #nje
(JAPPL_TOP/admin/<context file> =

& Named extweb.mycompany.net

“Connect the dots” (rp proxy server, ext tier)
& Per DMZ doc, update hierarchy type

& Update node trust level

& Update list of responsibilities

% Update home page node to frame work
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Adjusting Configuration Files

The metalink note' provides downloadsi o2 ilesiwiilg
appropriate configuration settings. They have Jbe
modified to reflect your paths: You will haveio gl]'fy
the file to reflect your host and domaininamesiandtie
location for /dmz. Once you have modified the alyeyeTs

two configuration files and copied them;to /dmz/con-f]f
Is time to test the proxy —
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Adjusting Configuration Files

¢ The assumptions maade whllercreatingriieses
config files are: i

the reverse proxy will be accessed viaithe hostna
reversep.mycompany.net .

the E-Business Suite external webtier is called
extweb.mycompany.net

the server admin is webmaster@mycompany.nget N
the apache proxy was configured and installed to /dmz
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Environment Diagram

¥ Placement of RP Server

reversep.mycompany.net extweb.mycompany.net

3 http Sqlnet

4438 E
" http
4480

»
>
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Updating the External Webtier Context i
File

v Update the Oracle E-Business; Suite Context He(NeiEss
example)

Use OAM or modify the File name:
$SAPPL_TOP/admin/<sid>_<hosthame>.xmll (make sure you el o
up before modifying) e

& <webentryhost oa_var="s webentryhost">reversep</webentryhost_ =

¢ <webentrydomain o
oa_var="s_webentrydomain">mycompany.net</webentrydomain=======
& <activewebport oa_var="s_active_webport" -~

oa_type="PORT">4480</activewebport>

& <webentryurlprotocol
oa_var="s_webentryurlprotocol">http</webentryurlprotocol>

¥ <login_page
oa_var="s_login_page">http://reversep.mycompany.net:4480/0a_serviet
s/AppsLogin</login_page>
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Updating All Webtier Context Files

@ Update the Oracle E-Blisiness Suite ContexiAIe
Run autoconfig on each applications middlertier ;

& Additional SYSADMIN tasks

set profile: POS: External URL
& http://reversp.mycompany.net:4480

Set profile: POS: Internal URL
& hitp://appserver.mycompany.net:4015

Exec: $POS_TOP/patch/115/sql/pos_upg_usr.sg| —

&® See metalink note 308271.1 for additional options.
Note that no additional patches are if you are at
release 11.5.10 or 11.5.10.2
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Conclusion

& [n summary, recall that'a reverse proxy SENVENS
an intermediate server that sitsibetweenia ﬂ;nr
and the actual web server and makes reque o)
the web server on behalf of the client. The clie e

IS unaware of the presence of the reverse prox‘

&® The above provides additional security to'that™—
portion of 11/E-Business Suite that is internet
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Questions and Answers

Real Solutions for the Real World®

Thank you!

James J. Morrow
imorrow@solutionbeacon.com

www.solutionbeacon.com

Real Solutions for the Real World.®
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Watch for our new book:

Installing, Upgrading and

Maintaining Oracle E-
Business Suite
Applications 11.5.10.2

It's coming THIS YEAR!

Sign Up For the Solution
Beacon Newsletter at
www.solutionbeacon.com
so you'll be notified when
it’'s available!

Solution Beacon and OnCallDBA
Ingtalling, Upgrading and Malntzining Cracle H-Business Suite Release 117

r .__ =

Tor “leaching an Old Dog New Tricks - Release 117 Care arad Feeding™

Installing, Upgrading and Maintaining
Oracle E-Business Suite Applications
Release 11.5.10+

By Burlara Mawhews, Joha Stoaffen, Rundy Giofer, Karen BrownGeld, feit Hult,

Brutio Coon, fames Morrow, Tin Sharpe oo Fuan deHeriry

Available at www.zsolutionbeacon. com




